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1 Introduction

This document contains a short introduction to calling web services exposed by KOMBITs
Serviceplatformen?,

For information about specific services see the online service catalog or the document “SSE/12746/IFS/0001
Services on the Service Platform".

The reader is assumed to be familiar with SSL, Serviceplatformen self-services solution, and has established
a Connection Agreement (CA) and Service Agreement (SA) to use when calling services. The reader must
further have acquired a suitable SSL certificate, see below.

2 Calling Serviceplatformen Web Services

All services on Serviceplatformen are SOAP 1.1 web services, which must be called using SSL and client
certificate authentication. The client certificate used when calling must be a VOCES- or FOCES cetrtificate?.

In addition to the certificate, there are three security models,.some of which requires configuration of specific
fields in the request. And each service can use a different combination of these models:

- InvocationContext
- AuthorityContext
- Token

2.1 InvocationContext

A service call to Serviceplatformen using InvocationContext requires specific fields. The fields identify the
caller, their permissions and the service which is called in Serviceplatformen. The required fields are:

1. ServiceAgreementUUID — a unique identifier of the service agreement that the caller has made with
a municipality.

2. ServiceUUID - a unique identifier of the service that the caller wants to use.
3. UserUUID - a unique identifier of the municipality on behalf of which the caller accesses the service.
4. UserSystemUUID — a unique identifier of the system that calls the service.

All of the values required for calling a service can be found by logging into the self-services solution and
inspecting the service agreement.

Further, the caller can as part of the InvocationContext provide the following optional fields:

5. OnBehalfOfUser — a unique identifier of the municipality on behalf of which the caller accesses the
service

6. CallersServiceCallldentifier — an identification of the service call provided by the caller.

! See: http://www.serviceplatformen.dk
2 FOCES and VOCES certificates are presently issued by NETS, see: https://www.nets-danid.dk/
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7. Accountinginfo — a message from the caller to be used for accounting of the service call.

These last three fields are logged by Serviceplatformen to an audit log when the service is called by the
caller.

An example of a call with InvocationContext:

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:ns="http://serviceplatformen.dk/xml/wsdl/soapll/CPRBasicInformationService/1/"
xmlns:invctx="http://serviceplatformen.dk/xml/schemas/InvocationContext/1/"
xmlns:ns2="http://serviceplatformen.dk/xml/schemas/cpr/PNR/1/">
<soapenv:Header/>
<soapenv:Body>
<ns:callCPRBasicInformationRequest>
<invctx:InvocationContext>
<invctx:ServiceAgreementUUID>43fb7e80-3f80-11e2-a32b-
d4bed98c63db</invctx:ServiceAgreementUUID>
<invctx:UserSystemUUID>17b22dc2-3f80-11e2-a32b-d4bed98c63db</invctx:UserSystemUUID>
<invctx:UserUUID>fb21b665-3f7f-11e2-a32b-d4bed98c63db</invctx:UserUUID>
<invctx:ServiceUUID>d84fl1lac8-76ca-11le3-abab-138252136bdf</invctx:ServiceUUID>
<invctx:AccountingInfo>Systematic Environment Check</invctx:AccountingInfo>
<invctx:0nBehalfOfUser>0OPTIONAL</invctx:0nBehalfOfUser>
<invctx:CallersServiceCallIdentifier>OPTIONAL</invctx:CallersServiceCallIldentifier>
</invctx:InvocationContext>
<ns2:PNR>0000000000</ns2:PNR>
</ns:callCPRBasicInformationRequest>
</soapenv:Body>
</soapenv:Envelope>

2.2 AuthorityContext

The AuthorityContext security model is the simplest way for clients to call Serviceplatformen services. It is
based on CVR number and assumes that a service agreement and certificate are configured. There is one
required field:

1. MunicipalityCVR — a CVR number of the municipality involved in the service agreement.
An example of call with AuthorityContext:

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:ns="http://serviceplatformen.dk/xml/wsdl/soapll/CPRBasicInformationService/1/"
xmlns:authctx="http://serviceplatformen.dk/xml/schemas/AuthorityContext/1/"
xmlns:callctx="http://serviceplatformen.dk/xml/schemas/CallContext/1/"
xmlns:ns2="http://serviceplatformen.dk/xml/schemas/cpr/PNR/1/">
<soapenv:Header/>
<soapenv:Body>
<ns:callCPRBasicInformationRequest>
<authctx:AuthorityContext>
<authctx:MunicipalityCVR>55133018</authctx:MunicipalityCVR>
</authctx:AuthorityContext>
<callctx:CallContext>
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<callctx:AccountingInfo>Systematic Environment Check</callctx:AccountingInfo>
<callctx:0nBehalfOfUser>0OPTIONAL</invctx:0nBehalfOfUser>
<callctx:CallersServiceCallIldentifier>TEST</callctx:CallersServiceCallIdentifier>

</callctx:CallContext>

<ns2:PNR>0000000000</ns2:PNR>

</ns:callCPRBasicInformationRequest>
</soapenv:Body>
</soapenv:Envelope>

2.3 Token

A call to Serviceplatformen which uses the Token security model must include a token issued by the Security
Token Service (STS) which is part of Stgttesystemerne. You can connect with the token security model
when:

1. Token is valid (signatures are correctly done by the STS and the token has not expired)

2. Token is owned by the caller (subject certificate in the token and certificate used to call
Serviceplatformen are the same)

3. Avalid and active service agreement is configured.

4. The entity ID in the token matches the entity ID of the called service.

An example of call with configured token:

<soap:Envelope
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"><soap:Header><sbf:Framework
xmlns:nsl="urn:liberty:sb:profile" xmlns:sbf="urn:liberty:sb:2006-08"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-
1.0.xsd" nsl:profile="urn:liberty:sb:profile:basic" version="2.0"
wsu:Id="_88A3984A9B482050E7148939769291219"/><Action
xmlns="http://www.w3.0rg/2005/08/addressing” xmlns:wsu="http://docs.oasis-
open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:Id="_88A3984A9B482050E7148939769291216">http://serviceplatformen.dk/xml/wsdl/soapl1/SP/D
emo/1/callDemoService</Action><MessageID xmlns="http://www.w3.0rg/2005/08/addressing"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-
1.0.xsd" wsu:Id="_88A3984A9B482050E7148939769291215">urn:uuid:860b5199-a212-410d-bcf4-
7ab604ab6cded</MessageID><To xmlns="http://www.w3.0rg/2005/08/addressing"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-
1.0.xsd"
wsu:Id="_88A3984A9B482050E7148939769291217">https://exttest.serviceplatformen.dk/service/SP/
Demo/1</To><ReplyTo xmlns="http://www.w3.0rg/2005/08/addressing"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-
1.0.xsd"
wsu:Id="_88A3984A9B482050E7148939769291218"><Address>http://www.w3.0rg/2005/08/addressing/an
onymous</Address></ReplyTo><wsse:Security xmlns:wsse="http://docs.oasis-
open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"
xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-
1.0.xsd" soap:mustUnderstand="1"><wsu:Timestamp wsu:Id="TS-
88A3984A9B482050E7148939769290911" ><wsu:Created>2017-03-

13T09:34:52.909Z< /wsu:Created><wsu:Expires>2017-03-

13T09:39:52.909Z< /wsu:Expires></wsu:Timestamp><Assertion
xmlns="urn:oasis:names:tc:SAML:2.0:assertion" ID="_3d749c5f-2723-46f0-80b2-f171f4f9de8b"
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IssueInstant="2017-03-13T09:34:52.373Z" Version="2.0"><Issuer
Format="urn:oasis:names:tc:SAML:2.0:nameid-
format:entity">https://saml.adgangsstyring.eksterntest-
stoettesystemerne.dk</Issuer><Signature
xmlns="http://www.w3.0rg/2000/09/xmldsig#"><SignedInfo><CanonicalizationMethod
Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/><SignatureMethod
Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/><Reference URI="#_3d749c5f-
2723-4610-80b2-f171f4f9d08b"><Transforms><Transform
Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature”/><Transform
Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/></Transforms><DigestMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/><DigestValue>IQ7VDwroHQOHBKrWyM3qTrrvss8
q790BoTfx6PAqtQ7w=</DigestValue></Reference></SignedInfo><SignatureValue>I8jEud4E/TtAKIfrQLwK
zCOfDBuuX/Mxk/L1LMESI1400ES6Pr4c6kb92n8DjkuyiOaGujaN6pbdok8aeglgMxRVgn3g2Fj8g3skz1Fwc1D+40tG
7z00N+wridE9C3Qv/hvj5+YqGeQ+00+hRsfuw5Bwm60ndkIXKs4IVA7fssQ+t2TmP/03AFCOfrERfdmg8iYtoG819NOQ
DINJd2W7rchmQFmOMIgKouMz9YGkd+tJzEE1CreODNf7Uva/JIB311XGBcvgtwrvhrjVkx1QwzZP10siNWpiKj+3QxWE®Oh
uqakbXeIUzjOXRWwHcO8h6t6ibUo1DY9CUCqUNjMS82Y1rg==</SignatureValue><KeyInfo><X509Data><X509Ce
rtificate>MIIGHzCCBQegAwIBAgIEUXBEhTANBgkghkiGOwOBAQsFADBHMQswCQYDVQQGEWIESZESMBAGATIUECEWIVF
JVU1QyNDAAMSQwIgYDVQQDDBtUU1VTVDIOMDggU31zdGVtdGVzdCBYSVggQOEWHhcNMTUXMDI4AMDY INDMyWhcNMTgxMD
I4MDY1MzU2WjCBjTELMAKGAIUEBhMCRESsxIzAhBgNVBAOMGktPTUJJVCBBL1IMgLY8gQ1ZSOjESNDMIMDcIMVKwIAYDVQ
QFEx1DV1I6MTkOMzUwNzUtRk1EOjUWOTcwMzk 5SMDUGATUEAWWUSOINQk IUIFNOW7h@dGVzeXNOZW11lcilUIChmdW5rdG
1vbnNjZXJ0aWZpa2FOKTCCASIwDQYIKoZIhvcNAQEBBQADggEPADCCAQoCggEBATuioynjsh/kimXdOYiYyxJANHhsp6
k9GCzcONgROMND3hyofVObCizG3irBRisY4Xn6NXBaEDz40R5QUa7g/f3tI4Z252123egcz0Oh3purdkO0jnpAjuKjrlnlLd
g2WJadZsydUC69uwyhZNjQSORLZ9OwWPWAOINWQz jN/w4s4AA6VN4IpLdoGU/ /hiAzMzZDn+ylYZUmiaDtSuNpE4Roh8Y
742rpdAoWENZIRp5Ig1XRSINMNYObOSY3wulYCh7eyqdAB/5p6Quwl6xMpr3TZbQKO9rXw5ZpuCLhnCWtaZehI/iBZBBy
kwEu+1W/BuPu7xBT8S5S40+2CQufPbD8Pr6tbJ8CAWEAAAOCAsowggL GMAAGA1UdDWEB/WQEAWIDUDCB1wYIKwYBBQUHAQ
EEgYowgYcwPAYIKwYBBQUHMAGGMGhOAHAGELYOVY3NwWLNN5c3R1bXR1c3Qx0S50cnVzdDIOMDguY29tL3J1c3BvbmR1c]
BHBggrBgEFBQcwAoY7aHROcDovL2YuYW1hLnN5c3R1bXR1c3Qx0S50cnVzdDIOMDguY29tL3N5c3R1bXR1c3Qx0S1jYS
55ZXIwggEgBgNVHSAEgEEXMIIBE zCCAQ8GDS sGAQQBEFRRAgQGBAIWE FOwLwYIKwYBBQUHAEEWI 2h@dHA6LY93d3cudH
J1c3QyNDA4LmNVvbS9yZXBvc210b3I5MIHIBggrBgEFBQcCAjCBVDAMFEVEYW5IRDADAgEBGOGrRGFUSUQgdGVzdCBjZX
JOaWZpa2FOZXIgZnJhIGR1bm51IENBIHVkc3R1ZGVZzIHVUZGVYIE9IJRCAXLjMUNiI4XLjQuUMS4zMTMxMy4yL jQuNi4OL ]
TuIERhbk1EIHR1c3QgY2VydGlmaWNhdGVzIGZyb20gdGhpcyBDQSBhcmUgaXNzdWVkIHVUZGVyIE9JRCAXLjMuNidxLj
QuMS4zMTMxMy4yLjQuNi40LjIuMIGqBgNVHRBEgaIwgZ8wPKA60DiGNMhOdHA6LY9jcmwuc31zdGVtdGVzdDES5LnRydX
NOMjQwOC5]jb20vc31zdGVtdGVzdDESLmNybDBfoF2gW6RZMFcxCzAIBgNVBAYTAKRLMRIWEAYDVQQKDA1UU1VTVDIOMD
gxJDAiBgNVBAMMG1RSVVNUMjQwOCBTeXNOZW10ZXNOIFhJWCBDQTEOMAWGAIUEAwwWFQ1IMNDQwWHWYDVROjBBgwFoAUZA
JVDOSBdK8gVNURFFeckVI4f6AwHQYDVROOBBYEFCQbh/pb3R7yKQytvLeASXEOFVXxjMAKkGALIUAEWQCMAAWDQYJKoZIhv
cNAQELBQADggEBACORkbV6VA5GX5uXmtZzFTSc/ycRD3CoPSTTqCQUR3cMWBE/ERJI8b+0b8K51hsEyK7NSGPTxz158Nb
tPd+g2HgRmXOhOvchbzVRonudDb2vuaa4k5CxhUhzXockPNo6phwhf11NMROCSFKMyq+s/ST41QMA3GKe9KofGhDi2DC
AAtVGzOnBHIAEQW+Tvj8IYYQ4AwKVvFBGpO21WNCEmepRGZkdOBnLHNtis39uYezrnMpXuw9nzn07km5408eG928HTcNN
Hg9omuGhG/y5axGYMM5La1C9dNRACOIMT iULBFHMVAIMzm8WMgSk4mof5/VcbRmE2AHIOWNricpzzAxpg=</X509Cert
ificate></X509Data></KeyInfo></Signature><Subject><NameID
Format="urn:oasis:names:tc:SAML:1.1:nameid-

format:X509SubjectName" >SERIALNUMBER=CVR:19435075-FID:37671533 + CN=kombit-sp-t-demo-serv
(funktionscertifikat), 0=KOMBIT A/S // CVR:19435075, C=DK</NameID><SubjectConfirmation
Method="urn:oasis:names:tc:SAML:2.0:cm:holder-of-key"><SubjectConfirmationData
xmlns:a="http://www.w3.0rg/2001/XMLSchema-instance"” NotBefore="2017-03-13T09:34:52.3732"
NotOnOrAfter="2017-03-13T10:34:52.373Z" Recipient="http://demo.prod-
serviceplatformen.dk/service/DemoService/1" a:type="KeyInfoConfirmationDataType"><KeyInfo
xmlns="http://www.w3.0rg/2000/09/xmldsig#" ><X509Data><X509Certificate>MIIGHDCCBQSgAWIBAGIEVp
63zDANBgkqhkiGOw@BAQs FADBHMQsWCQYDVQQGEWIESzESMBAGALUECgwIVF IVU1QyNDA4MSQWIgYDVQQDDBtUULVTVD
IOMDggU31zdGVtdGVzdCBYSVggQOEWHhcNMTYWODEWMTAXMDQ2WhcNMTkwODEWMTAWOTU3WjCB1jELMAKGATUEBhMCRE
sxIzAhBgNVBAoMGktPTUJJVCBBL1MgLY8gQ1ZS0jESNDMIMDcIMVYWIAYDVQQFEX1DVII6MTkOMzUWNZzUtRk1EOJM3NJ
cXNTMzMDIGALIUEAwWwra29tYmlOLXNwLXQtZGVtby1zZXI2IChmdW5rdGlvbnNjZXJ0aWZpa2FOKTCCASIwDQYIKoZIhv
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cNAQEBBQADggEPADCCAQoCggEBALe3Gmid@9BqUDNLZ5mU+F1+rusev5AM1xwlbPxU9XsHqQVT1cSZ6jhnoGe30DROSgO
zkMmtZylTIVF5/bNxeRfHRoGI7frOKsUSe@aHpLVObpI5doudct@lqpxOMXG1ZdIbU7y3PisvgXFUwq90wfb8NZQ230V
R7br9Fe7dsp67MkfiEn+b2d08TkpLt2DjM+59U48YuKK/evblalkf41C4kH15t8zq3utt5kjy7sIybouNa2g2mnKidikK
XZVNnAYGtYjDY910dCc/yAsyT+vXsIgZtqT6PzrM/mHMNE3SYHtq1IS2HRN3nwfY/w20n2K5H4ntGQn/19LOS84NbcLIW
ECAWEAAQOCAsowgglL GMAAGA1UdDWEB/wQEAwIDUDCB1wYIKwYBBQUHAQEEgYowgYcwPAYIKwYBBQUHMAGGMGhOdHAGLY
9vY3NwLnN5c3R1bXR1c3Qx0S50cnVzdDIOMDguY29tL3J1c3BvbmR1cjBHBggrBgEFBQcwAoY7aHROcDovL2YuYW1hLn
N5c3R1bXR1c3Qx0S50cnVzdDIOMDguY29tL3N5c3R1bXR1c3Qx0S1jYS5jZXIwggEgBgNVHSAEgEEXMIIBEzCCAQ8GDS
SGAQQBgFRRAEQGBAIwgFOWLWYIKwYBBQUHAEEWI2hOdHA6LY93d3cudHI1c3QyNDA4LMNVbSOYZXBvc210b3I5MIHIBE
grBgEFBQcCAjCBVDAMFgVEYW5JRDADAEEBGOGrRGFUSUQgdGYzdCBjZXJ0aWZpa2F@ZXIgZnJhIGR1bm51IENBIHVKC3
R1ZGVzIHVUZGVYIE9JRCAXLjMUNi4xLjQuMS4zMTMxMy4yLjQuNi4OLjIuIERhbk1EIHR1c3QgY2VydGlmaWNhdGVzIG
Zyb20gdGhpcyBDQSBhcmUgaXNzdWVkIHVUZGVYIE9IRCAXLFMUNI4XLFQUMSAZMTMxMy4yL jQUNi4@LjIUMIGGBENVHR
8EgaIwgZ8wPKA60DiGNMhOdHA6LY9Fcmwuc31zdGVtdGVzdDESLNRydXNOMIQwOC5jb20vc31zdGVtdGYzdDESLmNybD
BfoF2gW6RZMFcxCzAJBgNVBAYTAKRLMRIWEAYDVQQKDA1UU1VTVDIOMDgxIDAiBgNVBAMMG1RSVVNUMjQWOCBTeXNOZW
10ZXNOIFhJWCBDQTEOMAWGALIUEAWWFQ1IMNzQwHWYDVROjBBgwFoAUzAJVDOSBAK8gVNURFFeckVI4f6AwHQYDVROOBB
YEF00+SquUXSCrXhuoP3RF7E1VU6aWMAKGA1UdEWQCMAAWDQYJKoZIhvcNAQELBQADEgEEBACrcbY/z4+Y/1JAxAyC2eb
LDDSNNLEPiJOyhwqrlNM41/E2rSvhmng/bW7eMhYh+JaLWobFiY+@UruS1tOw53jZXp3ApK1N5LMsrHWGAgBY0o98vwnrl
9K0eEytR5f+09QeE6hBzEUQICrGAq8Uz6mKRMXF1vGROhCmfsNjRrLjmQYg8VF0ZBIaHarKTzsSUSsWPWeGTVjwDFDr6
DjR2nrxgPt4Qy6iiQvvFjl4WTBhw+9+vXul12SNd6zB9+yhhI/quoyqPODSi4uvXujW8sAAOTbsgfkyB51UYaRjQoOkvN4
kNifxJICwQENtVAtvhSaILr2Pvy5UGdV39selWba5gjMG4=</X509Certificate></X509Data></KeyInfo></Subje
ctConfirmationData></SubjectConfirmation></Subject><Conditions NotBefore="2017-03-
13T09:34:52.373Z" NotOnOrAfter="2017-03-
13T10:34:52.373Z"><AudienceRestriction><Audience>http://demo.prod-
serviceplatformen.dk/service/DemoService/1</Audience></AudienceRestriction></Conditions><Att
ributeStatement><Attribute Name="dk:gov:saml:attribute:CvrNumberIdentifier"
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:basic"><AttributeValue>29189846</AttributeValue></Attribute><Attribute
Name="dk:gov:saml:attribute:AssurancelLevel”
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:basic"><AttributeValue>3</AttributeValue></Attribute><Attribute
Name="dk:gov:saml:attribute:SpecVer" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:basic"><AttributeValue>DK-SAML-2.0</AttributeValue></Attribute><Attribute
Name="dk:gov:saml:attribute:KombitSpecVer" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:basic"><AttributeValue>1.0</AttributeValue></Attribute><Attribute
Name="dk:gov:saml:attribute:Privileges_intermediate™
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:basic"><AttributeValue>PD94bWwgdmVyc21vbj@iMS4wIiB1bmNvZGluZz@iVVRGLTgiPz48YnBwO1ByaX
ZpbGVnZUxpc3QgeGlsbnM6YnBwPSJodHRwOi8vaXRzdC5kay9vaW9zYWlsL2Ihc21jX3ByaXZpbGVnZV9wcm9malWx1Ii
B4bWxuczp4c2k9Imh@dHA6LY93d3cudzMub3InLzIwMDEVWEIMU2NOZW1hLWluc3RhbmN1Ij48UHIpdmlsZWd1R3IvdX
AgU2NvcGU9InVybjpkazpnb3Y6c2FtbDpjdnJOdWliZX3IZGVudGlmaWVy0jI5MTg50DQ2Ij48UHIpdmlsZWd1PmhodH
A6Ly9z7XJ2aWN1cGxhdGZvcmllbi5wecm9kLXN1cnZpY2VwbGFOZmOybWVuLmRrL3JIvbGVzL3N1cnZpY2VzeXNOZW1lyb2
x1L2R1bW15LzE8L1ByaXZpbGVnZT48L1ByaXZpbGVnZUdyb3VwPjwvYnBwO1ByaXZpbGVnZUxpc3Q+</AttributeVal
ue></Attribute></AttributeStatement><AuthnStatement AuthnInstant="2017-03-
13T09:34:52.373Z"><AuthnContext><AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes
:X509</AuthnContextClassRef></AuthnContext></AuthnStatement></Assertion><wsse:SecurityTokenR
eference xmlns:wssell="http://docs.oasis-open.org/wss/oasis-wss-wssecurity-secext-1.1.xsd"
wssell:TokenType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV2.0"
wsu:Id="STR-88A3984A9B482050E7148939769291113" ><wsse:KeyIdentifier
ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-
1.1#SAMLID">_3d749c5f-2723-4610-80b2-
f171f4f9de8b</wsse:KeyIdentifier></wsse:SecurityTokenReference><ds:Signature
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" Id="SIG-

88A3984A9B482050E7148939769291421" ><ds:SignedInfo><ds:CanonicalizationMethod
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Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"><ec:InclusiveNamespaces
xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#"
PrefixList="soap"/></ds:CanonicalizationMethod><ds:SignatureMethod
Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/><ds:Reference URI="#TS-
88A3984A9B482050E7148939769290911"><ds: Transforms><ds:Transform
Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"><ec:InclusiveNamespaces
xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" PrefixList="wsse
soap"/></ds:Transform></ds:Transforms><ds:DigestMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/><ds:DigestValue>3h+TyCqbOTOXbPVVHbMIP1Y
BZw7jyNXRzOh5dbhLeNw=</ds:DigestValue></ds:Reference><ds:Reference URI="#STR-
88A3984A9B482050E7148939769291113"><ds: Transforms><ds:Transform
Algorithm="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-
1.0#STR-Transform"><wsse:TransformationParameters><ds:CanonicalizationMethod
Algorithm="http://www.w3.0rg/2001/10/xml-exc-
clan#"/></wsse:TransformationParameters></ds:Transform></ds:Transforms><ds:DigestMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/><ds:DigestValue>FLiMyS@OWv8KIde9]/eOx1E
Hma66x3TgOnguUOATw38=</ds:DigestValue></ds:Reference><ds:Reference
URI="#_88A3984A9B482050E7148939769291214"><ds:Transforms><ds:Transform
Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"><ec:InclusiveNamespaces
xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#"
PrefixList=""/></ds:Transform></ds:Transforms><ds:DigestMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/><ds:DigestValue>C71y+Q1CkcBvUINHW3N67Ar
S5IXEyrLvMZJHfcb6rxIY=</ds:DigestValue></ds:Reference><ds:Reference
URI="#_88A3984A9B482050E7148939769291215"><ds:Transforms><ds:Transform
Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"><ec:InclusiveNamespaces
xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#"
PrefixList="soap"/></ds:Transform></ds:Transforms><ds:DigestMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/><ds:DigestValue>Tv438EXugA4j60Uj2todwwP
illvLnkWSaazcCeDINX8=</ds:DigestValue></ds:Reference><ds:Reference
URI="#_88A3984A9B482050E7148939769291216"><ds:Transforms><ds:Transform
Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"><ec:InclusiveNamespaces
xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#"
PrefixList="soap"/></ds:Transform></ds:Transforms><ds:DigestMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/><ds:DigestValue>a/01kt4PtuSwevgmjXugMkT
IIWfX7G9v9cAKygoglnc=</ds:DigestValue></ds:Reference><ds:Reference
URI="#_88A3984A9B482050E7148939769291217"><ds:Transforms><ds:Transform
Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"><ec:InclusiveNamespaces
xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#"
PrefixList="soap"/></ds:Transform></ds:Transforms><ds:DigestMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/><ds:DigestValue>qCXteleHXFWCU6WIsCTIU5I
ZLxfeeRppMIrIon@sf3w=</ds:DigestValue></ds:Reference><ds:Reference
URI="#_88A3984A9B482050E7148939769291218"><ds:Transforms><ds:Transform
Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"><ec:InclusiveNamespaces
xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#"
PrefixList="soap"/></ds:Transform></ds:Transforms><ds:DigestMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/><ds:DigestValue>0qWOAd1+tUQcGUKTt1ByBDB
XwdotM8z5YFXxXbE5GXG4=</ds:DigestValue></ds:Reference><ds:Reference
URI="#_88A3984A9B482050E7148939769291219"><ds:Transforms><ds:Transform
Algorithm="http://www.w3.0rg/2001/10/xml-exc-clan#"><ec:InclusiveNamespaces
xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#"
PrefixList="soap"/></ds:Transform></ds:Transforms><ds:DigestMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/><ds:DigestValue>aUolFr8rPDY4QwuqF3IWg62
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CcNuSXWskzLSjrCjKspkw=</ds:DigestValue></ds:Reference></ds:SignedInfo><ds:SignatureValue>IHcD
ZMXCXWtJIQrvuSOPgl3eGHv+/DzmfdfmSkXxrQ+hLbjsWd4Uoidvr6eWWgGwrfipHyMWiBGWAwWWLRUACrL8c+Nz3Q6VeCO
0+/RwRDU8pzQgaODk61847By8gFBkMbcVtoGSZQxpoyrRjCInltw2IYolxA/bdLOEGSSwr/2h42uCFgjeRaoFuQxcU70
M2XCoV5i0xDovIfjtnklZn4+YafmQIusrHyIKkle25GRFtBh1RbfWUkpqkD2zkv7/Xg8LiVOkyH49LoR2f7Ki6/aVY1L
glfzzvK1IxGub1ObpCWIG3kCT5RERKIHYeu+TQHfwys7Msnl1rFQOf3wIDTqqyQ==</ds:SignatureValue><ds:KeyI
nfo Id="KI-88A3984A9B482050E7148939769291320"><SecurityTokenReference
xmlns="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
xmlns:b="http://docs.oasis-open.org/wss/oasis-wss-wssecurity-secext-1.1.xsd"
b:TokenType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-
1.1#SAMLV2.0"><KeyIdentifier ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-
profile-1.1#SAMLID">_ 3d749c5f-2723-46f0-80b2-
f171f4f9d08b</KeyIdentifier></SecurityTokenReference></ds:KeyInfo></ds:Signature></wsse:Secu
rity></soap:Header><soap:Body xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-
200401-wss-wssecurity-utility-1.0.xsd"
wsu:Id="_88A3984A9B482050E7148939769291214"><ns4:CallDemoServiceRequest
xmlns="http://serviceplatformen.dk/xml/schemas/CallContext/1/"
xmlns:ns2="http://serviceplatformen.dk/xml/schemas/AuthorityContext/1/"
xmlns:ns3="http://serviceplatformen.dk/xml/schemas/InvocationContext/1/"
xmlns:ns4="http://serviceplatformen.dk/xml/wsdl/soapl1/SP/Demo/1/"
xmlns:ns5="http://serviceplatformen.dk/xml/schemas/ServiceplatformFault/1/"><CallContext><0On
BehalfOfUser>behalfOfUser</OnBehalfOfUser><CallersServiceCallIdentifier>callersIdentifier</C
allersServiceCallIdentifier><AccountingInfo>5e708ef0-1e47-4340-816¢C-
ale91447d831</AccountingInfo></CallContext><ns4:messageString>test</ns4:messageString></ns4:
CallDemoServiceRequest></soap:Body></soap:Envelope>

2.4  Access Token (REST)

RESTful web services offered by Serviceplatformen require a token issued by the Security Token Service
(STS). For SOAP services the token is included in the service request (cf. section 2.2), while RESTful
services are modelled over Digitaliseringsstyrelsen’s OlO IDWS REST Profile V1.0
(https://www.digitaliser.dk/resource/3457606), which requires that the client performs the following
sequence:

1. Calls STS to obtain a SAML token
Calls Serviceplatformen’s Access Token Service to exchange the (large, ca. 8 KB) SAML Token for a
(small = UUID formatted) Access Token

3. Calls the intended RESTful service offered by Serviceplatformen including the Access Token as an
HTTP header

As a result of step 2., Serviceplatformen stores the SAML token associated with the Access Token for the
validity period of the SAML token.

As a result of step 3., Serviceplatformen matches the Access Token from the request with the SAML token
received in step 2. and performs access control based on the contents of the token following the same
policies as for SOAP services (cf. section 2.2).

Serviceplatformen allows repeated calls to RESTful services (Step 3.) covered by the scope of the SAML
token with the same Access Token during the validity period of the SAML token.


https://www.digitaliser.dk/resource/3457606
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The SAML token obtained from the STS in step 2. has the form of an XML structure with the <Assertion>
element as root.

The call (step 2.) to the Access Token service is an HTTP POSTrequest which includes the base64-encoded

SAML Token as a request parameter named saml-token. Note that the value must also be URL-encoded.

POST /service/AccessTokenService_1/token HTTP/1.1

Host: <env>.serviceplatformen.dk

Content-Type: application/x-www-form-urlencoded

Content-Length: 12935

saml-token=
PEFzc2VydGlvbiB4bWxucz@idXJuOmOhc21zOm5hbWVzOnRjOINBTUWEMi4wOmFzc2VydGlvbiIgSUQ9I19jNmESM2I3
MS1jOTdjLTQ4AMTQtYTYOYi11ZWQyYN2J1ZGRKYTEiIE1zc3V1ISW5z2dGFudDOiMjAyMSOWNYyOwOVQxMToxMjoyNS45Nz1a
TiBWZXJzaW9uPSIyLjAiPjxJc3N1ZXI+aHROCHM6LY9zYW1sLmFkZ2FuZ3NzdHlyaW5nLnR1c3Qtc3RVZXROZXNS5c3R1
bWVyLmRrLzwvSXNzdWVyPjxTaWduYXR1cmUgeGlsbnM9Imh@dHA6LY93d3cudzMub3InLzIwMDAVMDkveGlsZHNpZyMi
PjxTaWduZWRIbmZvPjxDYW5vbmljYWxpemFOaWouTWVOaGOkIEFsZ29yaXRobT@iaHROcDovL3d3dy53My5vemcvMjAw
MS8xMC94bWwtZXhjLWMXNG4jIi8+PFNpZ25hdHVyZU11dGhvZCBBbGdvcm10aGO9ImhO@dHA6LY93d3cudzMub3InLzIw
MDAVMDkveG1sZHNpZyNyc2Etc2hhMSIVPjXxSZWZ1cmVuY2UgVVIIPSIjX2M2YTkzYjcxLWMSN2MENDgXNC1hNjRiLWV1
ZDI3YmVkKZGRhMSI+PFRyYW5zZm9ybXM+PFRyYW5zZm9ybSBBbGdvcm1l0aGO9Imh@dHA6LY93d3cudzMub3InLzIwMDAvV
MDkveG1sZHNpZyN1bnZ1bGOwZWQtc21nbmFOdXJ1Ii8+PFRyYW5zZm9ybSBBbGdvcml0aGO9ImhOdHA6LY93d3cudzMu
b3InLzIWMDEVMTAveG1sLWV4AYy1jMTRUIyIvPjwvVHIhbnNmb3Jtcz48RG1NZXNOTWVOaGOKIEFsZ29yaXRobT@iaHRO
cDovL3d3dy53My5vcmcvMjAWMC8wO0S94bWxkc21nI3NOYTEiLz48RG1NZXNOVMFsdWU+RGI1IT1pVS3IjNFZxTzAXxYm5k
MGxpNONUROGh3PTwVvRG1nZXNOVmMF sdWU+PCOSZWZ1cmVuY2U+PCO9TaWduZWRIbmZvPjxTaWduYXR1cmVWYWx1ZT5kU1lhm
eW93Qk11IMOZNnS25uOWI3Yk5yWWRocULtNmoySUZZSk1PckczNVA3UJNPZE9ZckdWYzNiU@1DbkFpbk5CcEpnNFpPcDIw
d3kvUFFiRUx1dUNQeXFVOUo@cnpjcXlueFh4SF1EdzRXZFdtZ3g3UjF2YXJHa0QodmOybG5WbWsxcnRiUmkxTEw2QVJa
S1I1K2N4MVcxNkxPbmI6NHN2VXUSMVVXYXNibTZpSOhtKO1YY21y TzVGSE9CM2NXSjROWTNoc1ZBMFAYRWwXWmMRrTDAW
MUp1Q1FYK3pRVU1QQVhoN1IN5VGwvcXBscOduSFIyNXAwbFkyRE1aQWdsS1hDTzN1dktSVGYrM3QxL1IUQUQyUmpDWXMx
MTI2ZEpESjcORXNxeHBYQO80OVIRCMTFqWE1mV1dhUGt4RXZpdmExcVdwS2VIauzZqS1pFQ3RVSkcyV1dIUVEOPTwvU21n
bmFOdXJ1VmFsdWU+PEtleUluZm8+PFg1MD1EYXRhPjxYNTA5Q2VydGlmaWNhdGU+TU1JROpqQONCUTZnQXdIQkFnSUVX
NjA3R2pBTkIna3Foa2lHOXcwQkFRcOZBREJITVFzdONRWURWUVFHRXdAKRVN6RVNNQkFHQTFVRUNNdOpWRKkpWVTFReUSE
QTRNU1V3SXdZRFZRUUREQNhVVWxWVFZESTBNRGAnVTNsemRHVNRkR1Z6ZENCWVdFbEpJRUSCTUIOWERURTVNVE14TmpF
ME16RTFORmM9YRFRIeU1USXhOakUwTXpFd@4xb3dnWkF4Q3pBSkInT1ZCQVIUQWtSTELITY3dKUVI1EV1FRSORCNU9SV1IU
SUVSQ1RrbEVIRUV2VX1Bdkx5QkRWbEKk2TXpBNE1EZZzBOakF4VORBZOINT1ZCQVVUR1VOV1Vgb3pNRGd3TORRMk1DMUT
VVE2T1RRMO16RXpNVFV3TkFZRFZRUUREQzFVVINCSFJIVNUZValZNSUVaUFEwWV1RIR2Q1YkdScFp5QW9ablZ1YTNScGIy
NXpZM1Z5ZEdsbWFXdGhkQ2t3Z2dFaU1BMEdDU3FHU®1iMORRRUIBUVVBQTRIQkR3QXdnZOVLQWIIQkFRQzFvSWlacWzZv
NnBhaTVYbOtEQmxydHNja29VcmoyQXhLOW51RVdXakI2SHREWGVWb3UvQWSBNVIleFpMKzNCcENVikhrb@k5bmNzaCtk
VE5TZUZnTmtXalpYUk1ZSz1SWUFzeHZwc jN2VGXx2RHR3Zkd4WT1LTFFKSnJVLZzhOMEVRYmMRmTmM5jejZjRE5CcGIZUVI2
NTczbk9aZHdRS3AzcOF vKO9ORHC20XROZ2hPbFF12a09wYmVNdOFqVHACUINFV1BtcUFicONIKOglbmlVNIRsSVIWZXVOoz
V1hMZVFENGO3QUIOGRVAwWWUROVGWYWNBOL3NFb2FBRXZud@lacFQ2YXFiZWdpcE1CKytsbHNSOEhjOHBkLOpuQ2hmd@9R
cngxZ0JQbjdvU2ZHTF1RUzRSMVpQbHNYZWRBaldpVOd2V254dE0ONkFVVk5aRXp5ZGNIYUhreUN2QWANQkFBR2pnZoOx0
TU13Q31UQU9CZO5WSFE4QkFmOEVCQU1DQTdnd2daY@dDQ3NHQVFVRkI3RUICSUdLTUIHSE1EdOdDQ3NHQVFVRkI6QUI0
akJvZEhSd@9pOHZiMk56YOM1emVYTjBaVzEwWW1hOME1qSXVkSEoxYzNReUSEQTRMbUS52Y1M5eVpYTndiMjVriWwlhld133
WU1Ld11CQlFVSE1BS@dPMmgwZEhBNkx50W1MbUZWWVM1emVYTjBaVzEwW1hOME1qSXVkSEoxYzNReUSEQTRMbUS52Y1M5
emVYTjBaVzEwW1hOME1qSXRZMkVIWTIWeU1ISUJIQVI1EV1IwZOIISUIGekNDQVINd2dnRVBCZzByQmdFRUFZSDBVUULF
QmdRRE1JSD1INQzhHQONzROFRVUZCdO1CRm10b2RIUNdPaTh2ZDNkMOXxuUn1kWE4AwWTWpRAOIDNWpiMjB2Y21Wd2IzTnBk
Rz15ZVRDQn1RWU1Ld11CQ1FVSEFNSXdnYnd3REJZR1IJHRNVTVVF3QXdIQkFScUIXMFJoYmtsRUL IUmxjMIFnWTIWeWRH
bG1hV3RoZEdWeUlHWN1ZU@JrWlc1dVpTQKkRRUOIxXWkhOMFpXUmxjeUIxYm1SbGNpQlBTVVFNTVMOekxqWXVNUzQWTGpF
dU16RXpNVE11TWkOMEXqWXVOQzR6TGLCRVIXNUpSQOIWWIhOMEIHTmMxjblIwWmlsallYUmxjeUJtY205dE1IUMOhWE1n
UTBFZ11YSmxJR2x6YzNWbFpDQjFibVIsY21CUFNVUWANUzR6TGpZdU1TNDBMakV1TXpFek1UTXVNaTQwTGpZdUSDNHpM
akNCc1FZRFZSMGZCSUdsTUIHaU1EMmdPNKE1aGpkb2RIUNdPaTh2WTNKcOXxuTjVjM1IsY1hSbGMzUX1INaTUwY25WemRE
STBNRGAIWTI5dEwzTjVjM1IsY1hSbGMzUX1NakVIWTNKcO®1HR2dYNkIkcEZzd1dURUXNQWEtHQTFVRUJOTUNSRXN4RWpB
UUINT1ZCQWONQ1ZSU1ZWT1VNalF3TORFbE1DTUdABMVVFQXd3Y1ZGS1ZVMVF5TKRBNELIGTjVjM1JsY1hSbGMzUWdXRmhK
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UINCRFFURVBNQTBHQTFVRUF3d@dRMUpNTWpFME1COEdBMVVkSXdRWU1CYUFGS3VVQVVRWNNMTkRtZHI2Zk16UOFCZOQ1
enkvTUIWROEXVWREZ1FXQkIRQMVXSnIVWTNhQ1ROaDA4dTg4cWpFaEI2ROVUQUpCZO5WSFINRUFqQUFNQTBHQLINXRINI
YFNEUUVCQ3dVQUE@SUIBUUI3WH1qUOV4Q2V50U1PWnh3UjdSWWpBZmIPei90TFZOZTEVTWF3N1E3dEXEVkZ3am15Wk1i
cHhFQUdsSVEZsbzh50H1XNURJN1FRUWVQUTErTONOYNNKMk1tWmZSZjRIdmV6SO1Wd2haTzI3VUIidFVyb21pYXRHaUtF
NzVHRUXxqRGtDSTVpRW8rYVFGeHpaK3NhS1dCNm15UWtrOUxxUXMOK3VONEh3VIWoyYTNwWH1YYzd0Z1kraXZPeF1ZWU9v
UHF2cmhxRVdAUZGpKdjZBMm1GNmNkVOtsWktCbnZy0G5kalZHUXBIREhIJVXES5QmN3R3c2aVZoYUpjQWOTbCtpNGtBamcz
ZO55V2NyMFVvbnlqd2tRbWFGTVFKVGtPOTVSRHRUNLIhPTGAYVHALUZzVYN]jVjTGhCRFpxWFB5Tk1hUitgR2tRNkVydDVq
Y2VhbndYemFLa@xUNTwvWDUwWOUN1cnRpZm1jYXR1PjwvWDUWOURhAGE+PCOLZX1IbmZvPjwvU21nbmFOdXJ1PjxTdWq
ZWNOPjxOYW11SUQgRmOYybWFOPSI1cm46b2F zaXM6bmFtZXM6dGMEUOFNTDoxLJE6bmFtZW1kLWZvecm1hdDpYNTASU3Vi
amVjdE5hbWUiPKkMOREssTzOyMDY40DASMixDTj1IYW5zIEp1bnN1bixTZXIpYWwOMTIZzYWIJNDU2PCOOYW11SUQ+PFN1
YmplY3RDb25maXJtYXRpb24gTWVOaGOkPSI1cm46b2FzaXM6bmFtZXM6dGMEUOFNTDoOYLjA6Y2062G9SZGVyYyLWOMLIWT1
eSI+PFN1YmplY3RDb25maXJtYXRpb25EYXRhIHhtbG5z0mME9ImhO@dHA6LY93d3cudzMub3InLzIwMDEVWEIMU2NoZW1h
LWluc3RhbmN1IiBOb3RCZWZvcmU9IjIwMjEtMDCctMDIUMTEGMTI6MjUUOTc5WiIgTm9OT25PckFmdGVyPSIyMDIXLTA3
LTA5VDEYOjEy0jI1Ljk30VoiIFJ1Y21lwaWVudD@iaHROCHM6ELY9sb2NhbGhvc3Q6NDQzMDIva29tYmlOL3N1lcnzZpY2Ui
IGE6dH1WZTOiS2V5SW5mbONvbmZpcmlhdGlvbkRhdGFUeXB1Ij48S2V5SW5mbyB4bWxucz@iaHROcDovL3d3dy53My5v
cmcvMjAwWMC8wOS94bWxkc21nIyI+PFg1IMD1EYXRhPjXYNTA5Q2VydG1lmaWNhdGU+TU1JIROpEQONCUX1nQXdIQKkFnSUVX
NnFpWERBTkIna3Foa21HOXcwQkFRcOZBREJIITVFzdONRWURWUVFHRXdKRVN6RVNNQkFHQTFVRUNNd@pWRkpWVTFReUSE
QTRNU1V3SXdZRFZRUUREQNhVVWXWVFZESTBNRGAnVTNsemRHVNRkR1Z6ZENCWVdFbEpJRUSCTUIOWERURTRNVE14TWpB
Mk1UWXpOVmMOYRFRIeE1USXhNakEyTVRVME4xb3dnWTR4Q3pBSkInT1ZCQVIUQWESTELITTXdIUV1EV1FRSORCCEXUMDFD
U1ZRZ1FTOVRIQzh2SUVOV1Vgb3hPVFF6T1RBMOSURMFNQOFHQTFVRUISTVpRMVpTT2pFNUSETTFNRGMXTFVaS1JEb3pN
VGt4T1RrNU1qQTICZOSWQKFNTUwwdHZ iVOpwZEMXVGVYTjBaVzFoZEdsakxYUmxjM1FQYzNBZOtHW]jFibXQwYVc5dWMy
TmxjblIwWmlscl1YUXBNSU1CSWpBTkIna3Foa2lHOXcwQkFRRUZBQUODQVE4QU1ISUIDZOtDQVFFQWd5cjNna@pINWNL
NkU3MkF sNFVyUCszRXJzbCONUGxmVzQOUFNVbmEXTUL1EcDV6VG44TXowUWZMRm1FdzJudHpiYWISUEMxVkOVVKIRTmxY
bEE2NW5pYTIMR1ZVOE1ZVTR6eVp1lTOVaAaMEMOMitrR3dDVm1RATF3cy900XYzMHVibFU4ak15ME1pNUVGalRyNUVRck1E
VDJIIM1pGYS9heGOWSVRwWTD1takxmeVdndEtGTkd TQWI2akswdXZaRERHRGVKQ21xbmcOcWRaeEQxcUhYT1k2bUl1lbUc3
MHF jUKOMOUJS5bWNgT1FrWERTeW91a3BWQNFhYjU1SzNYcXFDVGNWTVhvOFBpaEowNWpkb2JobUg4YnhTTEFGNEhXZjVy
bGRUWkUrT3ZGQU1iUy8rL1E@SU1ITOXXOXBmYNNFZVhZSHRtSER0eGpGMTICRzNoVVU40WpPdO1EQVFBQM8OSUN6VEND
QXNrd@RnNWURWUjBQQVFILOIBUURBZO8OTUIHWEINZ3JICZOVGQLFjQkFRUGIpakNCaHpBOEINZ3JCZOVGQLFjdOFZWXdh
SFIWYORvdkwyOWpjMOF1YzNsemRHVNRkR1Z6ZERJIeUxuUn1kWE4AwTWpRAOODNWpiMjB2Y21WemNHOXVaR1Z5TUVjROND
€c0dBUVVGQNpBQ2hqdGOkSFI3T2k4d1ppNWhhVOV1YzNsemRHVNRkR1Z6ZERIeUxuUn1kWE4wTWpRAOODNWpiMjB2YzNs
emRHVNRkR1Z6ZERJeUxXTmhMbU5sY2pDQOF TQUdBMVVkSUFTQOFSY3dnZOVUTU1JQkR3WU5Ld11CQkFHQj1GRUNCQV1F
QWpDQioUQXZCZ2dyQmdFRkIRYONBU11qYUhSMGNEb3ZMM2QzZHk1MGNUVnpkREKWTURNdVkyOXRMMOpsYOc5emFYUnZj
bmt3Z2NrRONDcOdBUVVGQNdJIQO1IRzhNQXdXQ1VSaGIrbEVNQU1DQVFFYWdhdEVZVZzVKUKNCMFpYTjBIRO5sY25ScFpt
bHIZWFJIsY21CbWNtRWdaR1Z1Ym1VZ1EwRWAkV1I6ZEdWalpYTWdkVzVrW1hJZ1QwbEVIREV1TXkOMkxqRXVOQzRATGpN
eE16RXpMak11TkMOMkxqUXVNaTRNUkdGAVNVUWdkR1Z6ZENCalpYSjBhV1pwWTIGMFpYTWdabkp2Y1INCMGFHbHpJRUSC
SUdGeVpTQnBjMO4AxW1dRZ2RXNWtaWE1nVDBsSRULIERXVNeTQyTGp FdUSDNHhMak14TXpFekxqSXV0QzQyTGpRdU1pNHdn
YTBHQTFVZEh3U@JWVENCb2pBOWIEdWdPWVkzYUhSMGNEb3ZMMk55YkM1emVYTjBaVzEwWW1hOME1qSXVkSEoxYzNReUSE
QTRMbU52Y1M5emVYTjBaVzEwW1hOME1qSXhMbU55YKkRCaG9GK2dYYVIiTUZreEN6QUPCZO5WQKFZVEFrUkxNUk13RUFZ
RFZRUUtEQWXVVWXWVFZESTBNRGd4S1RBakInT1ZCQUINSEZSU1ZWT1VNalF3TONCVGVYTjBaVzEWW1hOME1GaF1TVWtn
UTBFeER6QU5CZO5WQkFNTUIrTINUREV3TXpBZkInT1ZIUO1FRORBV2dCU3IxQUZFR2IDelE1bmErbnpNMGdBWUErYzh2
ekFkQmdOVKhRNEVGZ1FVa3d4TnZhM3dVWU5SNVUXxnMDATdkZxUUMxYTdBdONRWURWUjBUQkFJdOFEQU5CZ2txaGtpRz13
ME JBUXNGQUFPQOFRRUF zbFFZcHhQSmdRaUVacm5YSzc5cmIyN1Z2R2pLVVIORFpncjInT2pNZ1INzbkIEeEAPOUNPWTcv
Y2xXYVFMZFZUM1dId1020HRGNOZUbHVjdWloekRWeU®zaGVpbORmMVVAXVHN1SjIBNOIEYVVjTmt6NmU4eGdGS3NFAC83
VmRATXQ5L1h1S3ZMckVFcG14QzBIenpadiWk2M@J2dvV0dn11Q1JoQWIOYWkzRVR2Q25RMTBaTHZqUIMXRUR4ATUVKNO93
bisxMURMb2FSTO4zalNFOE5FNHMOenVpalhDYUJHRHFhYStPY@1uVmIUazMATUFYdz16Rm1pK@95bjE3TCtWSXVQZD1p
RWFCSHFUMVINSUtZWDFqUGs@Z2xnRmd6TOVOaEs zMFEWOE1MakhKVONEKOc5e TVEMTKkwREL1INXBsaXI2TDIFdHAYN2Zi
MjY3b3ZMNTALUNcOPTwvIWDUWOUN1cnRpZm1jYXR1PjwvWDUWOURhdGE+PC9LZX1JIbmZvPjwvU3ViamVjdENvbmZpcmlh
dG1lvbkRhdGE+PCO9TdWIqZWNOQ29uZmlybWFOaW9uPjwvU3ViamVjdD48Q29uZG10aW9ucyBOb3RCZWZvcmU9IjIwMJEL
MDCtMD1UMTE6MTI6MFUUOTC5WiIgTm9OT25PckFmdGVYPSIyMDIXLTA3LTASVDEYOjEY0jI1L7k30VoiPixBdWRpZWS]
ZVJ1c3RyaWN@aW9uPjxBdWRpZW5jZT50dHRWOi8vZGVtby5wcmOkLXN1cnZpY2VwbGFOZmOybWVuLmRrL3NlcnZpY2Uv
RGVtb1INlcnZpY2UvMTwvQXVkaWVuY2U+PCO9BAWRpZW5jZVI1c3RyaWN@aWOuPjwvQ29uZG1l0aW9ucz48QXROcmlidXR1
U3RhdGVtZW50PjxBdHRYyaWJ1dGUgTmMFtZT0iZGs622920nNhbWw6YXROcm1idXR10kN2ck51bWI1ck1kZW50aWzZpZXTi
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IE5hbWVGb3ItYXQ9InVybjpvYXNpczpuYWllczp@YzpTQUIMOFIuMDphdHRYbmFtZS1mb3ItYXQ6YMF zaWMiPjxBdHRyY
alWJ1dGVWYWXx1ZT41NTEzMzAXODwvQXROcm1lidXR1VmFsdWU+PC9BdHRyaWJ1dGU+PEF@dHIpYNnVOZSBOYW11PSJkazpn
b3Y6c2FtbDphdHRyaWJ1dGU6QXNzdXIhbmN1TGV2ZWwiIE5hbWVGb3ItYXQ9InVybjpvYXNpczpuYWllczp@YzpTQUIM
0jIuMDphdHRYybmFtZS1mb3JtYXQ6YmFzaWMiPjxBdHRyaWJ1dGVWYWx1ZT4xPCOBdHRyaWJ1dGVWYWx1ZT48LOFOdHIp
YnVOZT48QXROcm1idXR1IE5hbWU9IMRrOmdvdjpzYW1sOmFOdHIpYnVOZTpTcGViVmVyIiBOYW11RmOybWFOPSI1cm46
b2FzaXM6bmFtZXM6dGM6UGFNTDoyL jJA6YXROcmShbWUtZmOybWFOOmIhc21jIj48QXROcm1idXR1VmFsdWU+REstUOFN
TCOYLjABLOFOdHIpYNVOZVZhbHV1PjwvQXROcm1idXR1PjxBdHRyaWJ1dGUgTMFtZT01iZGs6Z22920nNhbWw6YXROcm1i
dXR10ktvbWIpdFNWZWNWZXIiIE5hbWVGb3ItYXQ9InVybjpvYXNpczpuYW1llczp@YzpTQUIMOFIuMDphdHRYbmFtZS1m
b33tYXQ6YmFzaWMiPjxBdHRyaWJ1dGVWYWx1ZT4xLjA8LOFOdHIpYNVOZVZhbHV1PjwvQXROcmlidXR1PjxBdHRyalWJ1
dGUgTmMFtZT01iZGs6Z2920nNhbWw6YXROcm1idXR101ByaXZpbGVnZXNfaW50ZXItZWRpYXR1IiBOYW11RmOybWFOPSI1
cm46b2FzaXM6bmFtZXM6dGMEUOFNTDoyL jJA6YXROcmShbWUtZm9ybWFOOmMIhc21jIj48QXROcmlidXR1VmFsdWU+UEQS
NGIXd2dkbVZ5YzJsdmIgMG1INUzR3SW1CbGItTnZaR2x1WnowaVZWUkdMVGdpUHo®TkNgqeGljSEE2VUhKcGRtbHNaV2Rs
VEdsemRDQJjRiV3h1Y3pwaWNIQT1IbWgwZEhBNkx50XBkSE4wWTG1SckwyOXBiM@50Y1d3d11tRnphVO5mYOhKcGRtbHNa
V2RsWDNCeWIyWnBiR1VpSUhodGIHNXpPbmh6YVQwaWFIUjBjRG92TDNKM2R5NTNNeTV2Y21jdk1qQXdNUz1ZVFV4VFky
aGx1VeveYVclemRHRNVZM1VpUGcwSO1DQThVSEpwZG1lsclpXZGxSMOp2ZFhBZ1UyTnZjR1IUSSWS5WeWIqcGthenBuYjNZ
NmMyRnRiRHBQZG5KT2RXMW1aWEpKWkdWdWRHbG1hV1Z5T2pFeU16UTFOamMOSWoOTkNpQWdIQOE4VUhKcGRtbHNaV2Rs
UG1oMGRIQTZMeT16WVhCaExuUmxjM1FOYTISdF1tbDBMbVIyTDNKdmIHVNpMM1Z6W1lhKemVYTjBaVzF5YjJ4bEwzZHBk
R2hFVWk4eFBDOVF jbWwyYVd4bFoyVStEUWONSUNBZ1BFTnZibk4wY21GcGIuUWdUbUZOW1QwaWFIUjBjRG92TDI5eVoy
RnNVhWE50ZEdsdmIpNTBaWE4wTFdOdmIXSnBkQzVrYXk5amIyNXpkSEpoYVcIMGN50UXURVVpUGpIOEWWTNZibk4wY21G
CGJUUStEUWONSUNBZ1BFTnZibk4wY21GcGIuUWdUbUZOW1QwaWFIUjBjRG92TDI5eVoyRnVhWE50ZEdsdmIpNTBaWE4w
TFdodmIXSnBkQzVrYXk5amIyNXpkSEpoYVcIMGN50VRaVzV6YVhScGRtbDBlUOkrUOdsbmFEd3ZRMj11YzNSeV1XbHVk
RDROQ21BZ1BDOVF jbWwyYVd4bFoyVkhjbTkxY@QOTkNpQWdQRkI5YVhacGIHVM5aVWR5YjNWdO1GTmpiMOI sUFNKMWNt
NDZaR3M2WjI5Mk9uTmhiV3c2WTNaeVRuVnRZbVZ5U1dSbGIuUnBabWxsY2pveE1lqTTBOVFkzTONIKORRb2dIQOFNUEZC
eWFYWnBiR1ZuW1Q1b2RIUndPaTh2YzJGd11TNTBaWE4AwTFdOdmIXSnBkQzVrYXk5eWIyeGxjeTkxYzIWeWMzbHpkR1Z0
Y205c1pTOTNhWFIvUkZIdk1qd3ZVSEpwZGlsc1pXZGxQZzBLSUNBZO1EeERiMjV6ZEhKaGFXNTBIRTVoY1ldVOUltaDBk
SEE2THk5dmNtZGhibWx6WVhScGIYNHVKR1Z6ZEMXxcmIyMW1hWFF1Wkdzd1lkyOXVjM1I5WVdsdWRITXZTMHhGTFU1R1Z5
SStNVHA2UTI5dWMzUNn1ZV2x1ZEQOTKkNpQWdIQOE4AUTISdWMZzUN1ZV2x1ZENCT11XMWXQUOpVZEhSdO9pOHZiMOpulVcl
cGMyRjBhVz11TG5SbGMzUXRhMj1OWW1sMExtUnIMMk52Ym50MGNtRnBibl1I6TDFObGIJuTnBkR2wyYVhSNU1gNU1hV2Rv
UEM5RGIYNXpkSEpoYVc1MFBNMEtJQOE4ATDFCeWFYWnBiR1ZuWlVkeWIzVndQZzBLSUNBOFVISnBkbWxzW1ldkbFIzSnZk
WEFNVTJIOdmNHVT1Jb1Z5Ympwa2F6cG5iM1k2YzIGdGIEcGpkbkpPZFcxaVpYSkpaR1Z1ZEdsbWFXVnlPamczTmpVME16
SXhJajR0Q21BZO1DQThVSEpwZG1lsc1pXZGxQbWgwZEhBNkx50XpZWEJ0oTG5SbGMzUXRhMj1OWW1sMEx tUnIMMOp2YkdW
ekwzVnpaWEp6ZVhOMFpXMX1iMnhsTDI1d1JGSXZNVHd2VUhKcGRtbHNaV2RsUGcwSO1DQThMMUI5YVhacGIHVm5aVIWRS
YjNWd1BnMEtJQOE4VUhKcGRtbHNaV2RsUFNKdmRYQWdVMk52Y@dVOUluVnlianBrYXpwbmIzWTZjMkZOYkRwamRuSk9k
VzFpW1hKS1pHVnVkR2xtYVdWeU9qZzNOalUwTXpJeE1gNESDaUFNSUNBOFVISnBkbWxzW1ldkbFBtaDBKSEE2THk5el1lY
QmhMb1JsYzNRAGEyOXRZbWwwTG1SckwzSnZiR1Z6TDNWelpYSnplWE4wWlcxeWIyeGxMMjV2UkZIdk1qd3ZVSEpwZGls
c1pXZGxQZzBLSUNBOEwXxQn1lhWFpwYkdWblpVZH1iM1Z3UGcwSO1DQThVSEpwWZG1lsclpXZGxSMOp2ZFhBZ1UyTnZjR1US
SW5WelWJqcGthenBuYjNZNmMyRnRiRHBQZG5KT2RXMW1aWE pKWkdWdWRHbG1hV1Z5T2prNES6WTFOREL5SWo@TKNpQWdJ
QOE4VUhKcGRtbHNaV2RsUG1oMGRIQTZMeT16WVhCaExuUmxjM1FOYTISdF1tbDBMbVIyTDNKAmIHVNpMM1Z6W1hKemVY
TjBaVzF5Y]jJ4bEwyNXZSRk12TWp3d1VISnBkbWxzW1ldkbFBNMEtJQOE4ATDFCeWFYWnBiR1ZuW1VkeWIzVndQZzBLSUNB
OFVISnBkbWxzW1ldkbFIzSnZkWEFNVTIOdmNHVT1Ib1lZ5Ympwa2F6cG5iM1k2YzIGdGIEcGpkbkpPZFcxaVpYSkpaR1Z1
ZEdsbWFXVn1PakV5TVRIeE1qRX1JajR0OQ21BZ0O1DQThVSEpwZG1lsclpXZGxQbWgwZEhBNkx50XpZWEJoTG5SbGMzUXRh
Mj1OWW1sMExtUnIMMOp2YkdWekwzVnpaWEp6ZVhOMFpXMX1iMnhsTDNkcGRHaEVVaTh6UEMSUWNtbDIhV3hsiWjJIVKORR
b2dJQOFNUEVOdmJIuUTjBjbUZwYm5RZ1RtRNRaVDBpYUhSMGNEb3ZMMj 15WjIGAWFYTmhkR2x2Ymk1IMFpYTjBMV3R2Y1dK
CGRDNWtheTlqYjIlemRISmhhVzUwY3k5TGIzQW1QakU4TDBOdmJIuTjBjbUZwYm5RKORRb2dIQOFNUEVOdmIuTjBjbUZw
Ym5RZ1RtRnRaVDBpYUhSMGNEb3ZMMj15WjIGAWFYTmhkR2x2Ymk1MFpYTjBMV3R2Y1dKcGRDNWtheTlqYjIlemRISmhh
VzUwY3Kk5VFpXNXphWFIwZG1sMGVTSStUV1ZrYVhWdFBDOURIMjV6ZEhKaGFXNTBQZzBLSUNBOEwWXxQn1hWFpwYkdWblpV
ZH1iM1Z3UGcwS1BDOW1jSEE2VUhKcGRtbHNaV2RsVEdsemRENDO8LOFOdHIpYNnVOZVZhbHV1PjwvQXROcm1idXR1Pjwv
QXROcmlidXR1U3RhdGVtZW50PjwvQXNzZXJI0aW9uPg%3D%3D

Here <env-id> must be replaced so it matches the intended Serviceplatformen environment.
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The response from the Access Token service will be a UUID-formatted identifier returned in a JSON-
formatted payload. Fx.

HTTP/1.1 200 OK

Date: Fri, 09 Jul 2021 11:12:27 GMT
Server: Apache-Coyote/1.1
Content-Type: application/json
Connection: Keep-Alive
Transfer-Encoding: chunked

{"access_token":"5fc9df8d-f81le-497b-bb69-5f8acad40®l7cc", "token_type":"Holder-0f-

Key","expires_in":3600}

The RESTful service in step 3. will require the UUID-formatted Access Token included as the value of the
Authorization header in the request as Holder-of-key.

In the Serviceplatformen ExtTest environment an example of such a service, AccessTokenDemoService, is
offered for demo purposes. It is offered under the same service agreement as the SOAP DemoService
referred in the previous sections. The examples below refer to this service.

GET /service/AccessTokenDemo_1/callDemoService/TestingSuccessfulResponse HTTP/1.1
Host: <env>.serviceplatformen.dk

x-TransaktionsId: 123456

x-TransaktionsTid: 2021-07-09T10:15:30+01:00[Europe/Paris]

Authorization: Holder-of-key 5fc9df8d-f8le-497b-bb69-5f8acad®l7cc

The headers x-Transaktionsld and x-TransaktionsTid are mandatory and must be generated by the client to
comply with KOMBIT’s transaction trace standards. They are echoed as response headers by the RESTful
service. Fx.

HTTP/1.1 200 OK

Content-Length: 13

content-type: application/json

Date: Fri, 09 Jul 2021 12:19:01 GMT

Keep-Alive: timeout=5, max=100

Server: Apache-Coyote/1.1

X-Frame-Options: SAMEORIGIN

x-TransaktionsId:123456

x-TransaktionsTid: 2021-07-09T10:15:30+01:00[Europe/Paris]

{"data" : "OK"}

2.5 CallContext

There is also an optional tag CallContext which consists the fields OnBehalfOfUser,
CallersServiceCallldentifier and Accountinglnfo (Description to these fields can be found under
InvocationContext). The CallContext can be used along with the Authority and Token security models, but it’s
not mandatory. And those fields are also present as an optional part of InvocationContext.
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3 Sample Code

As part of this programmer’s guide, small samples illustrating how to call a service on Serviceplatformen are
available in both Java and C#.

The samples can run out of the box, as a connection agreement, service agreement and OCES certificate
have already been setup in the environment (exttest). The demo clients can only run against the exttest
environment. To make a client for another service run against the production environment OCES certificates
intended for production environments should be used and the URL defining the endpoint should be changed.

Demo clients were created to provide an example how to implement clients which can connect to
Serviceplatformen. The Demo Service on Serviceplatformen side is just an echo service and responds with
the same message which was sent in the request.

3.1 Java

The sample client can be found here: https://github.com/Serviceplatformen

Instructions for running the clients can be found in the readme.md show on the repository’s main page. The
java client repository contains three clients

- one for the context based security models (AuthorityContext and InvocationContext)
- one for the token (SOAP) based security model.
- one for the Access Token (REST) based security model.

For more details, please see the repository.

3.2 C#

The sample client can be found here: https://github.com/Serviceplatformen

Instructions for running the clients can be found in the readme.md show on the repository’s main page. The
C# client repository contains two clients, one for the context based security models (AuthorityContext and
InvocationContext) and one for the token based security model. For more details, please see the repository.

3.2.1 Establish trust
To call services, it is necessary to establish trust to Serviceplatformen. This is done in 2 steps.
1) Download and save the server certificate from the environment you wish to run on

(https://exttestwww.serviceplatformen.dk or https://www.serviceplatformen.dk). This may be done via
a web browser, for instance Mozilla Firefox.

2) Add the downloaded certificate into your trust store (can be done using mmc.exe, see
http://msdn.microsoft.com/en-us/library/bb950259(v=Dbts.10).aspx for usage of this tool)
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