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1 Introduction 

This document contains a short introduction to calling web services exposed by KOMBITs 

Serviceplatformen1. 

For information about specific services see the online service catalog or the document “SSE/12746/IFS/0001 

Services on the Service Platform".  

The reader is assumed to be familiar with SSL, Serviceplatformen self-services solution, and has established 

a Connection Agreement (CA) and Service Agreement (SA) to use when calling services. The reader must 

further have acquired a suitable SSL certificate, see below. 

2 Calling Serviceplatformen Web Services 

All services on Serviceplatformen are SOAP 1.1 web services, which must be called using SSL and client 

certificate authentication. The client certificate used when calling must be a VOCES- or FOCES certificate2. 

In addition to the certificate, there are three security models,.some of which requires configuration of specific 

fields in the request. And each service can use a different combination of these models: 

- InvocationContext 

- AuthorityContext 

- Token 

2.1 InvocationContext 

A service call to Serviceplatformen using InvocationContext requires specific fields. The fields identify the 

caller, their permissions and the service which is called in Serviceplatformen. The required fields are: 

1. ServiceAgreementUUID – a unique identifier of the service agreement that the caller has made with 

a municipality. 

2. ServiceUUID – a unique identifier of the service that the caller wants to use. 

3. UserUUID – a unique identifier of the municipality on behalf of which the caller accesses the service. 

4. UserSystemUUID – a unique identifier of the system that calls the service. 

All of the values required for calling a service can be found by logging into the self-services solution and 

inspecting the service agreement. 

Further, the caller can as part of the InvocationContext provide the following optional fields: 

5. OnBehalfOfUser – a unique identifier of the municipality on behalf of which the caller accesses the 

service 

6. CallersServiceCallIdentifier – an identification of the service call provided by the caller. 

 
1 See: http://www.serviceplatformen.dk  
2 FOCES and VOCES certificates are presently issued by NETS, see: https://www.nets-danid.dk/  

http://www.serviceplatformen.dk/
https://www.nets-danid.dk/
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7. AccountingInfo – a message from the caller to be used for accounting of the service call. 

These last three fields are logged by Serviceplatformen to an audit log when the service is called by the 

caller. 

An example of a call with InvocationContext: 

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"  

xmlns:ns="http://serviceplatformen.dk/xml/wsdl/soap11/CPRBasicInformationService/1/"  

xmlns:invctx="http://serviceplatformen.dk/xml/schemas/InvocationContext/1/" 

xmlns:ns2="http://serviceplatformen.dk/xml/schemas/cpr/PNR/1/"> 

<soapenv:Header/> 

  <soapenv:Body> 

    <ns:callCPRBasicInformationRequest> 

      <invctx:InvocationContext> 

        <invctx:ServiceAgreementUUID>43fb7e80-3f80-11e2-a32b-

d4bed98c63db</invctx:ServiceAgreementUUID> 

        <invctx:UserSystemUUID>17b22dc2-3f80-11e2-a32b-d4bed98c63db</invctx:UserSystemUUID> 

        <invctx:UserUUID>fb21b665-3f7f-11e2-a32b-d4bed98c63db</invctx:UserUUID> 

        <invctx:ServiceUUID>d84f1ac8-76ca-11e3-abab-138252136bdf</invctx:ServiceUUID> 

        <invctx:AccountingInfo>Systematic Environment Check</invctx:AccountingInfo> 

        <invctx:OnBehalfOfUser>OPTIONAL</invctx:OnBehalfOfUser> 

        <invctx:CallersServiceCallIdentifier>OPTIONAL</invctx:CallersServiceCallIdentifier> 

      </invctx:InvocationContext> 

      <ns2:PNR>0000000000</ns2:PNR> 

    </ns:callCPRBasicInformationRequest> 

  </soapenv:Body> 

</soapenv:Envelope> 

2.2 AuthorityContext 

The AuthorityContext security model is the simplest way for clients to call Serviceplatformen services. It is 

based on CVR number and assumes that a service agreement and certificate are configured. There is one 

required field: 

1. MunicipalityCVR – a CVR number of the municipality involved in the service agreement. 

An example of call with AuthorityContext: 

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"  

xmlns:ns="http://serviceplatformen.dk/xml/wsdl/soap11/CPRBasicInformationService/1/"  

xmlns:authctx="http://serviceplatformen.dk/xml/schemas/AuthorityContext/1/" 

xmlns:callctx="http://serviceplatformen.dk/xml/schemas/CallContext/1/" 

xmlns:ns2="http://serviceplatformen.dk/xml/schemas/cpr/PNR/1/"> 

  <soapenv:Header/> 

  <soapenv:Body> 

    <ns:callCPRBasicInformationRequest> 

      <authctx:AuthorityContext> 

        <authctx:MunicipalityCVR>55133018</authctx:MunicipalityCVR> 

      </authctx:AuthorityContext> 

      <callctx:CallContext> 

http://schemas.xmlsoap.org/soap/envelope/
http://schemas.xmlsoap.org/soap/envelope/
http://schemas.xmlsoap.org/soap/envelope/
http://serviceplatformen.dk/xml/wsdl/soap11/CPRBasicInformationService/1/
http://serviceplatformen.dk/xml/wsdl/soap11/CPRBasicInformationService/1/
http://serviceplatformen.dk/xml/wsdl/soap11/CPRBasicInformationService/1/
http://serviceplatformen.dk/xml/wsdl/soap11/CPRBasicInformationService/1/
http://serviceplatformen.dk/xml/wsdl/soap11/CPRBasicInformationService/1/
http://serviceplatformen.dk/xml/schemas/InvocationContext/1/
http://serviceplatformen.dk/xml/schemas/InvocationContext/1/
http://serviceplatformen.dk/xml/schemas/InvocationContext/1/
http://serviceplatformen.dk/xml/schemas/InvocationContext/1/
http://serviceplatformen.dk/xml/schemas/InvocationContext/1/
http://serviceplatformen.dk/xml/schemas/cpr/PNR/1/
http://serviceplatformen.dk/xml/schemas/cpr/PNR/1/
http://serviceplatformen.dk/xml/schemas/cpr/PNR/1/
http://schemas.xmlsoap.org/soap/envelope/
http://schemas.xmlsoap.org/soap/envelope/
http://schemas.xmlsoap.org/soap/envelope/
http://serviceplatformen.dk/xml/wsdl/soap11/CPRBasicInformationService/1/
http://serviceplatformen.dk/xml/wsdl/soap11/CPRBasicInformationService/1/
http://serviceplatformen.dk/xml/wsdl/soap11/CPRBasicInformationService/1/
http://serviceplatformen.dk/xml/wsdl/soap11/CPRBasicInformationService/1/
http://serviceplatformen.dk/xml/wsdl/soap11/CPRBasicInformationService/1/
http://serviceplatformen.dk/xml/schemas/InvocationContext/1/
http://serviceplatformen.dk/xml/schemas/InvocationContext/1/
http://serviceplatformen.dk/xml/schemas/InvocationContext/1/
http://serviceplatformen.dk/xml/schemas/InvocationContext/1/
http://serviceplatformen.dk/xml/schemas/InvocationContext/1/
http://serviceplatformen.dk/xml/schemas/InvocationContext/1/
http://serviceplatformen.dk/xml/schemas/InvocationContext/1/
http://serviceplatformen.dk/xml/schemas/InvocationContext/1/
http://serviceplatformen.dk/xml/schemas/InvocationContext/1/
http://serviceplatformen.dk/xml/schemas/InvocationContext/1/
http://serviceplatformen.dk/xml/schemas/InvocationContext/1/
http://serviceplatformen.dk/xml/schemas/InvocationContext/1/
http://serviceplatformen.dk/xml/schemas/InvocationContext/1/
http://serviceplatformen.dk/xml/schemas/cpr/PNR/1/
http://serviceplatformen.dk/xml/schemas/cpr/PNR/1/
http://serviceplatformen.dk/xml/schemas/cpr/PNR/1/
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        <callctx:AccountingInfo>Systematic Environment Check</callctx:AccountingInfo> 

        <callctx:OnBehalfOfUser>OPTIONAL</invctx:OnBehalfOfUser> 

        <callctx:CallersServiceCallIdentifier>TEST</callctx:CallersServiceCallIdentifier> 

      </callctx:CallContext> 

      <ns2:PNR>0000000000</ns2:PNR> 

    </ns:callCPRBasicInformationRequest> 

  </soapenv:Body> 

</soapenv:Envelope> 

2.3 Token 

A call to Serviceplatformen which uses the Token security model must include a token issued by the Security 

Token Service (STS) which is part of Støttesystemerne. You can connect with the token security model 

when: 

1. Token is valid (signatures are correctly done by the STS and the token has not expired) 

2. Token is owned by the caller (subject certificate in the token and certificate used to call 

Serviceplatformen are the same) 

3. A valid and active service agreement is configured. 

4. The entity ID in the token matches the entity ID of the called service. 

An example of call with configured token: 

 

<soap:Envelope 

xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"><soap:Header><sbf:Framework 

xmlns:ns1="urn:liberty:sb:profile" xmlns:sbf="urn:liberty:sb:2006-08" 

xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-

1.0.xsd" ns1:profile="urn:liberty:sb:profile:basic" version="2.0" 

wsu:Id="_88A3984A9B482050E7148939769291219"/><Action 

xmlns="http://www.w3.org/2005/08/addressing" xmlns:wsu="http://docs.oasis-

open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" 

wsu:Id="_88A3984A9B482050E7148939769291216">http://serviceplatformen.dk/xml/wsdl/soap11/SP/D

emo/1/callDemoService</Action><MessageID xmlns="http://www.w3.org/2005/08/addressing" 

xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-

1.0.xsd" wsu:Id="_88A3984A9B482050E7148939769291215">urn:uuid:860b5199-a212-410d-bcf4-

7ab604a6cde4</MessageID><To xmlns="http://www.w3.org/2005/08/addressing" 

xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-

1.0.xsd" 

wsu:Id="_88A3984A9B482050E7148939769291217">https://exttest.serviceplatformen.dk/service/SP/

Demo/1</To><ReplyTo xmlns="http://www.w3.org/2005/08/addressing" 

xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-

1.0.xsd" 

wsu:Id="_88A3984A9B482050E7148939769291218"><Address>http://www.w3.org/2005/08/addressing/an

onymous</Address></ReplyTo><wsse:Security xmlns:wsse="http://docs.oasis-

open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" 

xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-

1.0.xsd" soap:mustUnderstand="1"><wsu:Timestamp wsu:Id="TS-

88A3984A9B482050E7148939769290911"><wsu:Created>2017-03-

13T09:34:52.909Z</wsu:Created><wsu:Expires>2017-03-

13T09:39:52.909Z</wsu:Expires></wsu:Timestamp><Assertion 

xmlns="urn:oasis:names:tc:SAML:2.0:assertion" ID="_3d749c5f-2723-46f0-80b2-f171f4f9d08b" 
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IssueInstant="2017-03-13T09:34:52.373Z" Version="2.0"><Issuer 

Format="urn:oasis:names:tc:SAML:2.0:nameid-

format:entity">https://saml.adgangsstyring.eksterntest-

stoettesystemerne.dk</Issuer><Signature 

xmlns="http://www.w3.org/2000/09/xmldsig#"><SignedInfo><CanonicalizationMethod 

Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/><SignatureMethod 

Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256"/><Reference URI="#_3d749c5f-

2723-46f0-80b2-f171f4f9d08b"><Transforms><Transform 

Algorithm="http://www.w3.org/2000/09/xmldsig#enveloped-signature"/><Transform 

Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/></Transforms><DigestMethod 

Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/><DigestValue>IQ7VDwr0HQ0HBKrWyM3qTrrvs8

q790BoTfx6PAqtQ7w=</DigestValue></Reference></SignedInfo><SignatureValue>I8jEu4E/TtAKIfrQLwK

zCOfDBuuX/Mxk/L1LMESI14OoES6Pr4c6kb92n8DjkuyiOaGuj4N6pbdok8aegLgMxRVgn3g2Fj8g3skzlFwc1D+4OtG

7zOON+wridE9C3Qv/hvj5+YqGeQ+o0+hRsfww5Bwm6OndkIXKs4IV47fssQ+t2TmP/o3AFC9frERfdmg8iYtoG819N0Q

DJNJd2W7rchmQFmOMJgKouMz9YGkd+tJzEElCreODNf7Uva/JB311XGBcvgtwrvhrjVkx1QwZP10siNWpiKj+3QxWE0h

uqa0bXeIUzjOxRWwHcO8h6t6ibUolDY9CUCqUNjMS82Y1rg==</SignatureValue><KeyInfo><X509Data><X509Ce

rtificate>MIIGHzCCBQegAwIBAgIEUxBEhTANBgkqhkiG9w0BAQsFADBHMQswCQYDVQQGEwJESzESMBAGA1UECgwJVF

JVU1QyNDA4MSQwIgYDVQQDDBtUUlVTVDI0MDggU3lzdGVtdGVzdCBYSVggQ0EwHhcNMTUxMDI4MDY1NDMyWhcNMTgxMD

I4MDY1MzU2WjCBjTELMAkGA1UEBhMCREsxIzAhBgNVBAoMGktPTUJJVCBBL1MgLy8gQ1ZSOjE5NDM1MDc1MVkwIAYDVQ

QFExlDVlI6MTk0MzUwNzUtRklEOjUwOTcwMzk5MDUGA1UEAwwuS09NQklUIFN0w7h0dGVzeXN0ZW1lci1UIChmdW5rdG

lvbnNjZXJ0aWZpa2F0KTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIuioynjsh/kimXdOYiYyxJANHhsp6

k9GCzc0NgR0mnD3hyofVObCizG3irBRisY4Xn6NXBaEDz4oR5QUa7g/f3tI4Z5Zl23egczOh3pur4kOjnpAjuKjrLnLd

g2WJadZsydUC69uwyhZNjQS9RLZ90wPWAOINwQzjN/w4s4AA6Vn4JpLdoGU//hiAzMzZDn+ylYZUmiaDtSuNpE4Roh8Y

742rpdAoW6NZIRp5Jg1XRSJNMnYOb0Sy3wu0YCh7eyq4AB/5p6Qwl6xMpr3TZbQKO9rXw5ZpuCLhnCWtaZehI/iBZBBy

kwEu+1W/BuPu7xBT8S4O+2CQufPbD8Pr6tbJ8CAwEAAaOCAsowggLGMA4GA1UdDwEB/wQEAwIDuDCBlwYIKwYBBQUHAQ

EEgYowgYcwPAYIKwYBBQUHMAGGMGh0dHA6Ly9vY3NwLnN5c3RlbXRlc3QxOS50cnVzdDI0MDguY29tL3Jlc3BvbmRlcj

BHBggrBgEFBQcwAoY7aHR0cDovL2YuYWlhLnN5c3RlbXRlc3QxOS50cnVzdDI0MDguY29tL3N5c3RlbXRlc3QxOS1jYS

5jZXIwggEgBgNVHSAEggEXMIIBEzCCAQ8GDSsGAQQBgfRRAgQGBAIwgf0wLwYIKwYBBQUHAgEWI2h0dHA6Ly93d3cudH

J1c3QyNDA4LmNvbS9yZXBvc2l0b3J5MIHJBggrBgEFBQcCAjCBvDAMFgVEYW5JRDADAgEBGoGrRGFuSUQgdGVzdCBjZX

J0aWZpa2F0ZXIgZnJhIGRlbm5lIENBIHVkc3RlZGVzIHVuZGVyIE9JRCAxLjMuNi4xLjQuMS4zMTMxMy4yLjQuNi40Lj

IuIERhbklEIHRlc3QgY2VydGlmaWNhdGVzIGZyb20gdGhpcyBDQSBhcmUgaXNzdWVkIHVuZGVyIE9JRCAxLjMuNi4xLj

QuMS4zMTMxMy4yLjQuNi40LjIuMIGqBgNVHR8EgaIwgZ8wPKA6oDiGNmh0dHA6Ly9jcmwuc3lzdGVtdGVzdDE5LnRydX

N0MjQwOC5jb20vc3lzdGVtdGVzdDE5LmNybDBfoF2gW6RZMFcxCzAJBgNVBAYTAkRLMRIwEAYDVQQKDAlUUlVTVDI0MD

gxJDAiBgNVBAMMG1RSVVNUMjQwOCBTeXN0ZW10ZXN0IFhJWCBDQTEOMAwGA1UEAwwFQ1JMNDQwHwYDVR0jBBgwFoAUzA

JVDOSBdK8gVNURFFeckVI4f6AwHQYDVR0OBBYEFCQbh/pb3R7yKQytvLeA5XEOFVxjMAkGA1UdEwQCMAAwDQYJKoZIhv

cNAQELBQADggEBACoRkbV6V45GX5uXmtZzFTSc/ycRD3CoPSfTqCQUR3cMWBE/ERJ8b+0b8K51hsEyK7NSGPTxz158Nb

tPd+g2HqRmXOhOvchbzVRonudDb2vuaa4k5CxhUhzXockPNo6phwhf11NMROcSFKMyq+s/Sf4lQMA3GKe9KofGhDi2DC

AAtVGz9nBHIAEQW+Tvj8IYYQ4wKVvfBGp02lWNCEmepRGZkdOBnLHNtis39uYezrnMpXuw9nznO7km5408eG928HfcNN

Hg9omuGhG/y5axGYMM5La1C9dNRAC0JMTiULBfHMVAlMzm8WMgSk4mof5/VcbRmE2AHJ0wNricpzzAxpg=</X509Cert

ificate></X509Data></KeyInfo></Signature><Subject><NameID 

Format="urn:oasis:names:tc:SAML:1.1:nameid-

format:X509SubjectName">SERIALNUMBER=CVR:19435075-FID:37671533 + CN=kombit-sp-t-demo-serv 

(funktionscertifikat), O=KOMBIT A/S // CVR:19435075, C=DK</NameID><SubjectConfirmation 

Method="urn:oasis:names:tc:SAML:2.0:cm:holder-of-key"><SubjectConfirmationData 

xmlns:a="http://www.w3.org/2001/XMLSchema-instance" NotBefore="2017-03-13T09:34:52.373Z" 

NotOnOrAfter="2017-03-13T10:34:52.373Z" Recipient="http://demo.prod-

serviceplatformen.dk/service/DemoService/1" a:type="KeyInfoConfirmationDataType"><KeyInfo 

xmlns="http://www.w3.org/2000/09/xmldsig#"><X509Data><X509Certificate>MIIGHDCCBQSgAwIBAgIEVp

63zDANBgkqhkiG9w0BAQsFADBHMQswCQYDVQQGEwJESzESMBAGA1UECgwJVFJVU1QyNDA4MSQwIgYDVQQDDBtUUlVTVD

I0MDggU3lzdGVtdGVzdCBYSVggQ0EwHhcNMTYwODEwMTAxMDQ2WhcNMTkwODEwMTAwOTU3WjCBijELMAkGA1UEBhMCRE

sxIzAhBgNVBAoMGktPTUJJVCBBL1MgLy8gQ1ZSOjE5NDM1MDc1MVYwIAYDVQQFExlDVlI6MTk0MzUwNzUtRklEOjM3Nj

cxNTMzMDIGA1UEAwwra29tYml0LXNwLXQtZGVtby1zZXJ2IChmdW5rdGlvbnNjZXJ0aWZpa2F0KTCCASIwDQYJKoZIhv
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cNAQEBBQADggEPADCCAQoCggEBALe3Gmid09BqUDNLZ5mU+F1+rusev5AMlxw1bPxU9XsHqVT1cSZ6jhnoGe30DR0Sgo

zkMmtZylTIVf5/bNxeRfHRoGJ7frOKsUSe0aHpLVObpJ5d0u4ct01qpx9MXGlZdIbU7y3PisvgXFUwq9Owfb8NZQ23OV

R7br9Fe7dsp67MkfiEn+b2dO8TkpLt2DjM+59U48YuKK/evb1aJkf41C4kHl5t8zq3utt5kjy7sJybouNa2g2mnKidiK

xZVNnAYGtYjDY910dCc/yAsyT+vXsIgZtqT6PzrM/mHMNE3SYHtq1JS2HRN3nwfY/w2On2K5H4ntGQn/l9L0S84NbcLW

ECAwEAAaOCAsowggLGMA4GA1UdDwEB/wQEAwIDuDCBlwYIKwYBBQUHAQEEgYowgYcwPAYIKwYBBQUHMAGGMGh0dHA6Ly

9vY3NwLnN5c3RlbXRlc3QxOS50cnVzdDI0MDguY29tL3Jlc3BvbmRlcjBHBggrBgEFBQcwAoY7aHR0cDovL2YuYWlhLn

N5c3RlbXRlc3QxOS50cnVzdDI0MDguY29tL3N5c3RlbXRlc3QxOS1jYS5jZXIwggEgBgNVHSAEggEXMIIBEzCCAQ8GDS

sGAQQBgfRRAgQGBAIwgf0wLwYIKwYBBQUHAgEWI2h0dHA6Ly93d3cudHJ1c3QyNDA4LmNvbS9yZXBvc2l0b3J5MIHJBg

grBgEFBQcCAjCBvDAMFgVEYW5JRDADAgEBGoGrRGFuSUQgdGVzdCBjZXJ0aWZpa2F0ZXIgZnJhIGRlbm5lIENBIHVkc3

RlZGVzIHVuZGVyIE9JRCAxLjMuNi4xLjQuMS4zMTMxMy4yLjQuNi40LjIuIERhbklEIHRlc3QgY2VydGlmaWNhdGVzIG

Zyb20gdGhpcyBDQSBhcmUgaXNzdWVkIHVuZGVyIE9JRCAxLjMuNi4xLjQuMS4zMTMxMy4yLjQuNi40LjIuMIGqBgNVHR

8EgaIwgZ8wPKA6oDiGNmh0dHA6Ly9jcmwuc3lzdGVtdGVzdDE5LnRydXN0MjQwOC5jb20vc3lzdGVtdGVzdDE5LmNybD

BfoF2gW6RZMFcxCzAJBgNVBAYTAkRLMRIwEAYDVQQKDAlUUlVTVDI0MDgxJDAiBgNVBAMMG1RSVVNUMjQwOCBTeXN0ZW

10ZXN0IFhJWCBDQTEOMAwGA1UEAwwFQ1JMNzQwHwYDVR0jBBgwFoAUzAJVDOSBdK8gVNURFFeckVI4f6AwHQYDVR0OBB

YEFO0+SquUXSCrXhuoP3RF7ElVU6aWMAkGA1UdEwQCMAAwDQYJKoZIhvcNAQELBQADggEBACrcbY/z4+Y/1JAxAyC2eb

LDDSNNLEPiJOyhwqrlNM41/E2rSvhmng/bW7eMhYh+JaLWobFiY+0UruS1tOw5jZXp3ApK1N5LMsrHWGAgBYo98vwnrl

9KOeEytR5f+09QeE6hBzEuQJCrGAq8Uz6mKRMXFlvGROhCmfsNjRrLjmQYg8Vf0ZBJaHarKTzsSUSsWPWeGTVjwDFDr6

DjR2nrxgPt4Qy6iiQvvfjl4WTBhw+9+vXu12SNd6zB9+yhhI/quoyqP0DSi4uVXujW8sAAOTbsgfkyB51UYaRjQ0kvN4

kNifxJICwQENtVAtvhSaILr2Pvy5UGdV39seWba5gjMG4=</X509Certificate></X509Data></KeyInfo></Subje

ctConfirmationData></SubjectConfirmation></Subject><Conditions NotBefore="2017-03-

13T09:34:52.373Z" NotOnOrAfter="2017-03-

13T10:34:52.373Z"><AudienceRestriction><Audience>http://demo.prod-

serviceplatformen.dk/service/DemoService/1</Audience></AudienceRestriction></Conditions><Att

ributeStatement><Attribute Name="dk:gov:saml:attribute:CvrNumberIdentifier" 

NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-

format:basic"><AttributeValue>29189846</AttributeValue></Attribute><Attribute 

Name="dk:gov:saml:attribute:AssuranceLevel" 

NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-

format:basic"><AttributeValue>3</AttributeValue></Attribute><Attribute 

Name="dk:gov:saml:attribute:SpecVer" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-

format:basic"><AttributeValue>DK-SAML-2.0</AttributeValue></Attribute><Attribute 

Name="dk:gov:saml:attribute:KombitSpecVer" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-

format:basic"><AttributeValue>1.0</AttributeValue></Attribute><Attribute 

Name="dk:gov:saml:attribute:Privileges_intermediate" 

NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-

format:basic"><AttributeValue>PD94bWwgdmVyc2lvbj0iMS4wIiBlbmNvZGluZz0iVVRGLTgiPz48YnBwOlByaX

ZpbGVnZUxpc3QgeG1sbnM6YnBwPSJodHRwOi8vaXRzdC5kay9vaW9zYW1sL2Jhc2ljX3ByaXZpbGVnZV9wcm9maWxlIi

B4bWxuczp4c2k9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1hLWluc3RhbmNlIj48UHJpdmlsZWdlR3JvdX

AgU2NvcGU9InVybjpkazpnb3Y6c2FtbDpjdnJOdW1iZXJJZGVudGlmaWVyOjI5MTg5ODQ2Ij48UHJpdmlsZWdlPmh0dH

A6Ly9zZXJ2aWNlcGxhdGZvcm1lbi5wcm9kLXNlcnZpY2VwbGF0Zm9ybWVuLmRrL3JvbGVzL3NlcnZpY2VzeXN0ZW1yb2

xlL2R1bW15LzE8L1ByaXZpbGVnZT48L1ByaXZpbGVnZUdyb3VwPjwvYnBwOlByaXZpbGVnZUxpc3Q+</AttributeVal

ue></Attribute></AttributeStatement><AuthnStatement AuthnInstant="2017-03-

13T09:34:52.373Z"><AuthnContext><AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes

:X509</AuthnContextClassRef></AuthnContext></AuthnStatement></Assertion><wsse:SecurityTokenR

eference xmlns:wsse11="http://docs.oasis-open.org/wss/oasis-wss-wssecurity-secext-1.1.xsd" 

wsse11:TokenType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV2.0" 

wsu:Id="STR-88A3984A9B482050E7148939769291113"><wsse:KeyIdentifier 

ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-

1.1#SAMLID">_3d749c5f-2723-46f0-80b2-

f171f4f9d08b</wsse:KeyIdentifier></wsse:SecurityTokenReference><ds:Signature 

xmlns:ds="http://www.w3.org/2000/09/xmldsig#" Id="SIG-

88A3984A9B482050E7148939769291421"><ds:SignedInfo><ds:CanonicalizationMethod 
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Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"><ec:InclusiveNamespaces 

xmlns:ec="http://www.w3.org/2001/10/xml-exc-c14n#" 

PrefixList="soap"/></ds:CanonicalizationMethod><ds:SignatureMethod 

Algorithm="http://www.w3.org/2001/04/xmldsig-more#rsa-sha256"/><ds:Reference URI="#TS-

88A3984A9B482050E7148939769290911"><ds:Transforms><ds:Transform 

Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"><ec:InclusiveNamespaces 

xmlns:ec="http://www.w3.org/2001/10/xml-exc-c14n#" PrefixList="wsse 

soap"/></ds:Transform></ds:Transforms><ds:DigestMethod 

Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/><ds:DigestValue>3h+TyCqbOT0XbPvVHbMIP1Y

BZw7jyNXRzOh5dbhLeNw=</ds:DigestValue></ds:Reference><ds:Reference URI="#STR-

88A3984A9B482050E7148939769291113"><ds:Transforms><ds:Transform 

Algorithm="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-soap-message-security-

1.0#STR-Transform"><wsse:TransformationParameters><ds:CanonicalizationMethod 

Algorithm="http://www.w3.org/2001/10/xml-exc-

c14n#"/></wsse:TransformationParameters></ds:Transform></ds:Transforms><ds:DigestMethod 

Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/><ds:DigestValue>FLiMyS00Wv8KIde9J/eOxlE

Hma66x3TgOnguUOATw38=</ds:DigestValue></ds:Reference><ds:Reference 

URI="#_88A3984A9B482050E7148939769291214"><ds:Transforms><ds:Transform 

Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"><ec:InclusiveNamespaces 

xmlns:ec="http://www.w3.org/2001/10/xml-exc-c14n#" 

PrefixList=""/></ds:Transform></ds:Transforms><ds:DigestMethod 

Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/><ds:DigestValue>C71y+QlCkcBvUInHW3N67Ar

5JxEyrLvMZJHfcb6rxIY=</ds:DigestValue></ds:Reference><ds:Reference 

URI="#_88A3984A9B482050E7148939769291215"><ds:Transforms><ds:Transform 

Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"><ec:InclusiveNamespaces 

xmlns:ec="http://www.w3.org/2001/10/xml-exc-c14n#" 

PrefixList="soap"/></ds:Transform></ds:Transforms><ds:DigestMethod 

Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/><ds:DigestValue>Tv438EXugA4j60Uj2t0dwwP

i1lvLnkWSaazcCeDJNX8=</ds:DigestValue></ds:Reference><ds:Reference 

URI="#_88A3984A9B482050E7148939769291216"><ds:Transforms><ds:Transform 

Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"><ec:InclusiveNamespaces 

xmlns:ec="http://www.w3.org/2001/10/xml-exc-c14n#" 

PrefixList="soap"/></ds:Transform></ds:Transforms><ds:DigestMethod 

Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/><ds:DigestValue>a/O1kt4Ptu5wevqmjXuqMkT

IIWfX7G9v9cAKygog1nc=</ds:DigestValue></ds:Reference><ds:Reference 

URI="#_88A3984A9B482050E7148939769291217"><ds:Transforms><ds:Transform 

Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"><ec:InclusiveNamespaces 

xmlns:ec="http://www.w3.org/2001/10/xml-exc-c14n#" 

PrefixList="soap"/></ds:Transform></ds:Transforms><ds:DigestMethod 

Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/><ds:DigestValue>qCXteleHXFWCU6w9sCTJU5I

ZLxfeeRppMIrI0n0sf3w=</ds:DigestValue></ds:Reference><ds:Reference 

URI="#_88A3984A9B482050E7148939769291218"><ds:Transforms><ds:Transform 

Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"><ec:InclusiveNamespaces 

xmlns:ec="http://www.w3.org/2001/10/xml-exc-c14n#" 

PrefixList="soap"/></ds:Transform></ds:Transforms><ds:DigestMethod 

Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/><ds:DigestValue>OqWOAd1+tUQcGUKTtlByBDB

XwdotM8z5YfxXbE5GXG4=</ds:DigestValue></ds:Reference><ds:Reference 

URI="#_88A3984A9B482050E7148939769291219"><ds:Transforms><ds:Transform 

Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"><ec:InclusiveNamespaces 

xmlns:ec="http://www.w3.org/2001/10/xml-exc-c14n#" 

PrefixList="soap"/></ds:Transform></ds:Transforms><ds:DigestMethod 

Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/><ds:DigestValue>aUolFr8rPDY4QwuqF3IWg62
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cNuSXWskzLSjrCjKspkw=</ds:DigestValue></ds:Reference></ds:SignedInfo><ds:SignatureValue>IHcD

zMXCXWtJQrvuSOPgl3eGHv+/DzmfdfmSkXxrQ+hLbjsWd4Uoidvr6WWqGwrfipHyMWiBGWAwwLRUAcrL8c+Nz3Q6VeC0

o+/RwRDU8pzQgaODk61847By8gFBkMbcVtoGSZQxpoyrRjCJnltw2IYo1xA/bdLOEGSSwr/2h42uCFgjeRaoFuQxcU7o

M2XCoV5i0xDovJfjtnklZn4+YafmQIusrHyIKkle25GRFtBhlRbfWUkpqKD2zkv7/Xg8LiV9kyH49LoR2f7Ki6/aVY1L

glfzzvKlJxGub10bpCWJG3kCT5RERkIHYeu+TQHfwys7Msn1rFQ0f3wJDTqqyQ==</ds:SignatureValue><ds:KeyI

nfo Id="KI-88A3984A9B482050E7148939769291320"><SecurityTokenReference 

xmlns="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" 

xmlns:b="http://docs.oasis-open.org/wss/oasis-wss-wssecurity-secext-1.1.xsd" 

b:TokenType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-

1.1#SAMLV2.0"><KeyIdentifier ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-

profile-1.1#SAMLID">_3d749c5f-2723-46f0-80b2-

f171f4f9d08b</KeyIdentifier></SecurityTokenReference></ds:KeyInfo></ds:Signature></wsse:Secu

rity></soap:Header><soap:Body xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-

200401-wss-wssecurity-utility-1.0.xsd" 

wsu:Id="_88A3984A9B482050E7148939769291214"><ns4:CallDemoServiceRequest 

xmlns="http://serviceplatformen.dk/xml/schemas/CallContext/1/" 

xmlns:ns2="http://serviceplatformen.dk/xml/schemas/AuthorityContext/1/" 

xmlns:ns3="http://serviceplatformen.dk/xml/schemas/InvocationContext/1/" 

xmlns:ns4="http://serviceplatformen.dk/xml/wsdl/soap11/SP/Demo/1/" 

xmlns:ns5="http://serviceplatformen.dk/xml/schemas/ServiceplatformFault/1/"><CallContext><On

BehalfOfUser>behalfOfUser</OnBehalfOfUser><CallersServiceCallIdentifier>callersIdentifier</C

allersServiceCallIdentifier><AccountingInfo>5e708ef0-1e47-4340-816c-

a1e91447d831</AccountingInfo></CallContext><ns4:messageString>test</ns4:messageString></ns4:

CallDemoServiceRequest></soap:Body></soap:Envelope> 

2.4 Access Token (REST) 

RESTful web services offered by Serviceplatformen require a token issued by the Security Token Service 

(STS). For SOAP services the token is included in the service request (cf. section 2.2), while RESTful 

services are modelled over Digitaliseringsstyrelsen’s OIO IDWS REST Profile V1.0 

(https://www.digitaliser.dk/resource/3457606), which requires that the client performs the following 

sequence: 

1. Calls STS to obtain a SAML token 

2. Calls Serviceplatformen’s Access Token Service to exchange the (large, ca. 8 KB) SAML Token for a 

(small – UUID formatted) Access Token 

3. Calls the intended RESTful service offered by Serviceplatformen including the Access Token as an 

HTTP header 

As a result of step 2., Serviceplatformen stores the SAML token associated with the Access Token for the 

validity period of the SAML token. 

As a result of step 3., Serviceplatformen matches the Access Token from the request with the SAML token 

received in step 2. and performs access control based on the contents of the token following the same 

policies as for SOAP services (cf. section 2.2). 

Serviceplatformen allows repeated calls to RESTful services (Step 3.) covered by the scope of the SAML 

token with the same Access Token during the validity period of the SAML token. 

https://www.digitaliser.dk/resource/3457606
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The SAML token obtained from the STS in step 2. has the form of an XML structure with the <Assertion> 

element as root.  

The call (step 2.) to the Access Token service is an HTTP POSTrequest which includes the base64-encoded 

SAML Token as a request parameter named saml-token. Note that the value must also be URL-encoded. 

POST /service/AccessTokenService_1/token HTTP/1.1 

Host: <env>.serviceplatformen.dk 

Content-Type: application/x-www-form-urlencoded 

Content-Length: 12935 

saml-token= 
PEFzc2VydGlvbiB4bWxucz0idXJuOm9hc2lzOm5hbWVzOnRjOlNBTUw6Mi4wOmFzc2VydGlvbiIgSUQ9Il9jNmE5M2I3

MS1jOTdjLTQ4MTQtYTY0Yi1lZWQyN2JlZGRkYTEiIElzc3VlSW5zdGFudD0iMjAyMS0wNy0wOVQxMToxMjoyNS45Nzla

IiBWZXJzaW9uPSIyLjAiPjxJc3N1ZXI+aHR0cHM6Ly9zYW1sLmFkZ2FuZ3NzdHlyaW5nLnRlc3Qtc3RvZXR0ZXN5c3Rl

bWVyLmRrLzwvSXNzdWVyPjxTaWduYXR1cmUgeG1sbnM9Imh0dHA6Ly93d3cudzMub3JnLzIwMDAvMDkveG1sZHNpZyMi

PjxTaWduZWRJbmZvPjxDYW5vbmljYWxpemF0aW9uTWV0aG9kIEFsZ29yaXRobT0iaHR0cDovL3d3dy53My5vcmcvMjAw

MS8xMC94bWwtZXhjLWMxNG4jIi8+PFNpZ25hdHVyZU1ldGhvZCBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIw

MDAvMDkveG1sZHNpZyNyc2Etc2hhMSIvPjxSZWZlcmVuY2UgVVJJPSIjX2M2YTkzYjcxLWM5N2MtNDgxNC1hNjRiLWVl

ZDI3YmVkZGRhMSI+PFRyYW5zZm9ybXM+PFRyYW5zZm9ybSBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMub3JnLzIwMDAv

MDkveG1sZHNpZyNlbnZlbG9wZWQtc2lnbmF0dXJlIi8+PFRyYW5zZm9ybSBBbGdvcml0aG09Imh0dHA6Ly93d3cudzMu

b3JnLzIwMDEvMTAveG1sLWV4Yy1jMTRuIyIvPjwvVHJhbnNmb3Jtcz48RGlnZXN0TWV0aG9kIEFsZ29yaXRobT0iaHR0

cDovL3d3dy53My5vcmcvMjAwMC8wOS94bWxkc2lnI3NoYTEiLz48RGlnZXN0VmFsdWU+RjI1TlpVS3JjNjZxTzAxYm5k

MGxpN0NUR0h3PTwvRGlnZXN0VmFsdWU+PC9SZWZlcmVuY2U+PC9TaWduZWRJbmZvPjxTaWduYXR1cmVWYWx1ZT5kU1hm

eW93Qk1lM0ZnS25uOWJ3Yk5yWWRocUltNmoySUZZSklPckczNVA3UjNPZE9ZckdWYzNiU01DbkFpbk5CcEpnNFpPcDJw

d3kvUFFiRUxldUNQeXFVOUo0cnpjcXlueFh4SFlEdzRXZFdtZ3g3UjF2YXJHa0Q0dm0ybG5WbWsxcnRiUmkxTEw2QVJa

S1I1K2N4MVcxNkxPbmJ6NHN2VXU5MVVxYXNibTZpS0htK0lYY21yTzVGSE9CM2NXSjR0WTNoc1ZBMFdYRWwxWmRrTDdW

MUp1QlFYK3pRVUlQQVhoN1N5VGwvcXBsc0duSFIyNXAwbFkyRE1aQWdsS1hDTzN1dktSVGYrM3QxL1JUQUQyUmpDWXMx

MTI2ZEpESjc0RXNxeHBYQ080V1RCMTFqWElmVldhUGt4RXZpdmExcVdwS2VJaUZqSlpFQ3RVSkcyV1dIUVE9PTwvU2ln

bmF0dXJlVmFsdWU+PEtleUluZm8+PFg1MDlEYXRhPjxYNTA5Q2VydGlmaWNhdGU+TUlJR0pqQ0NCUTZnQXdJQkFnSUVX

NjA3R2pBTkJna3Foa2lHOXcwQkFRc0ZBREJJTVFzd0NRWURWUVFHRXdKRVN6RVNNQkFHQTFVRUNnd0pWRkpWVTFReU5E

QTRNU1V3SXdZRFZRUUREQnhVVWxWVFZESTBNRGdnVTNsemRHVnRkR1Z6ZENCWVdFbEpJRU5CTUI0WERURTVNVEl4TmpF

ME16RTFORm9YRFRJeU1USXhOakUwTXpFd04xb3dnWkF4Q3pBSkJnTlZCQVlUQWtSTE1TY3dKUVlEVlFRS0RCNU9SVlJU

SUVSQlRrbEVJRUV2VXlBdkx5QkRWbEk2TXpBNE1EZzBOakF4V0RBZ0JnTlZCQVVUR1VOV1Vqb3pNRGd3T0RRMk1DMUdT

VVE2T1RRM016RXpNVFV3TkFZRFZRUUREQzFVVlNCSFJVNUZVa1ZNSUVaUFEwVlRJR2Q1YkdScFp5QW9ablZ1YTNScGIy

NXpZMlZ5ZEdsbWFXdGhkQ2t3Z2dFaU1BMEdDU3FHU0liM0RRRUJBUVVBQTRJQkR3QXdnZ0VLQW9JQkFRQzFvSWlacWZv

NnBhaTVYb0tEQmxydHNja29VcmoyQXhLOW5lRVdXakI2SHR6WGVWb3UvQW5BNVI1eFpMKzNCcENvWkhrb0k5bmNzaCtk

VE5TZUZnTmtXa1pYUklZSzlSWUFzeHZwcjN2VGx2RHR3Zkd4WTlLTFFKSnJVLzhOMEVRYmRmTm5jejZjRE5CcG9ZUVJ2

NTczbk9aZHdRS3Azc0FvK09ORHc2OXR0Z2hPbFFla09wYmVNd0FqVHdCUlNFV1BtcUFic0NIK0g1bmlVNlRsVWZXV0oz

V1hMZVFENG03QU9GRVdwWUR0VGwyWnBOL3NFb2FBRXZud01acFQ2YXFiZWdpcElCKytsbHNSOEhjOHBkL0puQ2hmd09R

cngxZ0JQbjdvU2ZHTFlRUzRSMVpQbHNyZWRBa1dpV0d2V254dEo0NkFVVk5aRXp5ZGNJYUhreUN2QWdNQkFBR2pnZ0xO

TUlJQ3lUQU9CZ05WSFE4QkFmOEVCQU1DQTdnd2daY0dDQ3NHQVFVRkJ3RUJCSUdLTUlHSE1Ed0dDQ3NHQVFVRkJ6QUJo

akJvZEhSd09pOHZiMk56Y0M1emVYTjBaVzEwWlhOME1qSXVkSEoxYzNReU5EQTRMbU52YlM5eVpYTndiMjVrWlhJd1J3

WUlLd1lCQlFVSE1BS0dPMmgwZEhBNkx5OW1MbUZwWVM1emVYTjBaVzEwWlhOME1qSXVkSEoxYzNReU5EQTRMbU52YlM5

emVYTjBaVzEwWlhOME1qSXRZMkV1WTJWeU1JSUJJQVlEVlIwZ0JJSUJGekNDQVJNd2dnRVBCZzByQmdFRUFZSDBVUUlF

QmdRRE1JSDlNQzhHQ0NzR0FRVUZCd0lCRmlOb2RIUndPaTh2ZDNkM0xuUnlkWE4wTWpRd09DNWpiMjB2Y21Wd2IzTnBk

Rzl5ZVRDQnlRWUlLd1lCQlFVSEFnSXdnYnd3REJZRlJHRnVTVVF3QXdJQkFScUJxMFJoYmtsRUlIUmxjM1FnWTJWeWRH

bG1hV3RoZEdWeUlHWnlZU0JrWlc1dVpTQkRRU0IxWkhOMFpXUmxjeUIxYm1SbGNpQlBTVVFnTVM0ekxqWXVNUzQwTGpF

dU16RXpNVE11TWk0MExqWXVOQzR6TGlCRVlXNUpSQ0IwWlhOMElHTmxjblJwWm1sallYUmxjeUJtY205dElIUm9hWE1n

UTBFZ1lYSmxJR2x6YzNWbFpDQjFibVJsY2lCUFNVUWdNUzR6TGpZdU1TNDBMakV1TXpFek1UTXVNaTQwTGpZdU5DNHpM

akNCclFZRFZSMGZCSUdsTUlHaU1EMmdPNkE1aGpkb2RIUndPaTh2WTNKc0xuTjVjM1JsYlhSbGMzUXlNaTUwY25WemRE

STBNRGd1WTI5dEwzTjVjM1JsYlhSbGMzUXlNakV1WTNKc01HR2dYNkJkcEZzd1dURUxNQWtHQTFVRUJoTUNSRXN4RWpB

UUJnTlZCQW9NQ1ZSU1ZWTlVNalF3T0RFbE1DTUdBMVVFQXd3Y1ZGSlZVMVF5TkRBNElGTjVjM1JsYlhSbGMzUWdXRmhK
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U1NCRFFURVBNQTBHQTFVRUF3d0dRMUpNTWpFME1COEdBMVVkSXdRWU1CYUFGS3VvQVVRWnNMTkRtZHI2Zk16U0FCZ0Q1

enkvTUIwR0ExVWREZ1FXQkJRQmVxSnIvWTNhQlROaDA4dTg4cWpFaEI2R0VUQUpCZ05WSFJNRUFqQUFNQTBHQ1NxR1NJ

YjNEUUVCQ3dVQUE0SUJBUUI3WHlqU0V4Q2V5OU1PWnh3UjdSWWpBZmJPei9oTFZOZTEvTWF3N1E3dExEVkZ3am15Wk1i

cHhFQUdsVEZsbzh5OHlXNURjNlFRUWVqUTgrT0N0YnNKMk1tWmZSZjRIdmV6S0lWd2haTzJ3VUJidFVyb2lpYXRHaUtF

NzVHRUxqRGtDSTVpRW8rYVFGeHpaK3NhS1dCNml5UWtrOUxxUXM0K3V0NEh3VWoyYTNwWHlYYzdOZlkraXZPeFlZWU9v

UHF2cmhxRVdUZGpKdjZBMm1GNmNkV0tsWktCbnZyOG5ka1ZHUXBIREhJVXE5QmN3R3c2aVZoYUpjQW9TbCtpNGtBamcz

Z055V2NyMFVvbnlqd2tRbWFGTVFKVGtPOTVsRHRuNlhPTGdYVHdLUzVYNjVjTGhCRFpxWFB5Tk1hUitqR2tRNkVydDVq

Y2VhbndYemFLa0xUNTwvWDUwOUNlcnRpZmljYXRlPjwvWDUwOURhdGE+PC9LZXlJbmZvPjwvU2lnbmF0dXJlPjxTdWJq

ZWN0PjxOYW1lSUQgRm9ybWF0PSJ1cm46b2FzaXM6bmFtZXM6dGM6U0FNTDoxLjE6bmFtZWlkLWZvcm1hdDpYNTA5U3Vi

amVjdE5hbWUiPkM9REssTz0yMDY4ODA5MixDTj1IYW5zIEplbnNlbixTZXJpYWw9MTIzYWJjNDU2PC9OYW1lSUQ+PFN1

YmplY3RDb25maXJtYXRpb24gTWV0aG9kPSJ1cm46b2FzaXM6bmFtZXM6dGM6U0FNTDoyLjA6Y206aG9sZGVyLW9mLWtl

eSI+PFN1YmplY3RDb25maXJtYXRpb25EYXRhIHhtbG5zOmE9Imh0dHA6Ly93d3cudzMub3JnLzIwMDEvWE1MU2NoZW1h

LWluc3RhbmNlIiBOb3RCZWZvcmU9IjIwMjEtMDctMDlUMTE6MTI6MjUuOTc5WiIgTm90T25PckFmdGVyPSIyMDIxLTA3

LTA5VDEyOjEyOjI1Ljk3OVoiIFJlY2lwaWVudD0iaHR0cHM6Ly9sb2NhbGhvc3Q6NDQzMDIva29tYml0L3NlcnZpY2Ui

IGE6dHlwZT0iS2V5SW5mb0NvbmZpcm1hdGlvbkRhdGFUeXBlIj48S2V5SW5mbyB4bWxucz0iaHR0cDovL3d3dy53My5v

cmcvMjAwMC8wOS94bWxkc2lnIyI+PFg1MDlEYXRhPjxYNTA5Q2VydGlmaWNhdGU+TUlJR0pEQ0NCUXlnQXdJQkFnSUVX

NnFpWERBTkJna3Foa2lHOXcwQkFRc0ZBREJJTVFzd0NRWURWUVFHRXdKRVN6RVNNQkFHQTFVRUNnd0pWRkpWVTFReU5E

QTRNU1V3SXdZRFZRUUREQnhVVWxWVFZESTBNRGdnVTNsemRHVnRkR1Z6ZENCWVdFbEpJRU5CTUI0WERURTRNVEl4TWpB

Mk1UWXpOVm9YRFRJeE1USXhNakEyTVRVME4xb3dnWTR4Q3pBSkJnTlZCQVlUQWtSTE1TTXdJUVlEVlFRS0RCcExUMDFD

U1ZRZ1FTOVRJQzh2SUVOV1Vqb3hPVFF6TlRBM05URmFNQ0FHQTFVRUJSTVpRMVpTT2pFNU5ETTFNRGMxTFVaSlJEb3pN

VGt4TlRrNU1qQTJCZ05WQkFNTUwwdHZiV0pwZEMxVGVYTjBaVzFoZEdsakxYUmxjM1F0YzNBZ0tHWjFibXQwYVc5dWMy

TmxjblJwWm1scllYUXBNSUlCSWpBTkJna3Foa2lHOXcwQkFRRUZBQU9DQVE4QU1JSUJDZ0tDQVFFQWd5cjNna0pINWN1

NkU3MkFsNFVyUCszRXJzbC9NUGxmVzQ0UFNVbmExTUlEcDV6VG44TXowUWZMRmlFdzJudHpiYWI5UEMxVk0vVklRTmxY

bEE2NW5pYTlMRlZVOElZVTR6eVp1T0VaMEM0MitrR3dDVm1RdTF3cy9oOXYzMHVibFU4akl5ME1pNUVGa1RyNUVRck1E

VDJIM1pGYS9heG0wSVRwTDltakxmeVdndEtGTkdTQWJ2akswdXZaRERHRGVKQ21xbmc0cWRaeEQxcUhYT1k2bU1lbUc3

MHFjUk9MOUJ5bWNqTlFrWERTeW91a3BWQnFhYjU1SzNYcXFDVGNWTVhvOFBpaEowNWpkb2JobUg4YnhTTEFGNEhxZjVy

bGRUWkUrT3ZGQU1iUy8rL1E0SU1JT0xXOXBmYnNFZVhZSHRtSERoeGpGMTJCRzNoVVU4OWpPd0lEQVFBQm80SUN6VEND

QXNrd0RnWURWUjBQQVFIL0JBUURBZ080TUlHWEJnZ3JCZ0VGQlFjQkFRU0JpakNCaHpBOEJnZ3JCZ0VGQlFjd0FZWXdh

SFIwY0RvdkwyOWpjM0F1YzNsemRHVnRkR1Z6ZERJeUxuUnlkWE4wTWpRd09DNWpiMjB2Y21WemNHOXVaR1Z5TUVjR0ND

c0dBUVVGQnpBQ2hqdG9kSFJ3T2k4dlppNWhhV0V1YzNsemRHVnRkR1Z6ZERJeUxuUnlkWE4wTWpRd09DNWpiMjB2YzNs

emRHVnRkR1Z6ZERJeUxXTmhMbU5sY2pDQ0FTQUdBMVVkSUFTQ0FSY3dnZ0VUTUlJQkR3WU5Ld1lCQkFHQjlGRUNCQVlF

QWpDQi9UQXZCZ2dyQmdFRkJRY0NBUllqYUhSMGNEb3ZMM2QzZHk1MGNuVnpkREkwTURndVkyOXRMM0psY0c5emFYUnZj

bmt3Z2NrR0NDc0dBUVVGQndJQ01JRzhNQXdXQlVSaGJrbEVNQU1DQVFFYWdhdEVZVzVKUkNCMFpYTjBJR05sY25ScFpt

bHJZWFJsY2lCbWNtRWdaR1Z1Ym1VZ1EwRWdkV1J6ZEdWa1pYTWdkVzVrWlhJZ1QwbEVJREV1TXk0MkxqRXVOQzR4TGpN

eE16RXpMakl1TkM0MkxqUXVNaTRnUkdGdVNVUWdkR1Z6ZENCalpYSjBhV1pwWTJGMFpYTWdabkp2YlNCMGFHbHpJRU5C

SUdGeVpTQnBjM04xWldRZ2RXNWtaWElnVDBsRUlERXVNeTQyTGpFdU5DNHhMak14TXpFekxqSXVOQzQyTGpRdU1pNHdn

YTBHQTFVZEh3U0JwVENCb2pBOW9EdWdPWVkzYUhSMGNEb3ZMMk55YkM1emVYTjBaVzEwWlhOME1qSXVkSEoxYzNReU5E

QTRMbU52YlM5emVYTjBaVzEwWlhOME1qSXhMbU55YkRCaG9GK2dYYVJiTUZreEN6QUpCZ05WQkFZVEFrUkxNUkl3RUFZ

RFZRUUtEQWxVVWxWVFZESTBNRGd4SlRBakJnTlZCQU1NSEZSU1ZWTlVNalF3T0NCVGVYTjBaVzEwWlhOMElGaFlTVWtn

UTBFeER6QU5CZ05WQkFNTUJrTlNUREV3TXpBZkJnTlZIU01FR0RBV2dCU3JxQUZFR2JDelE1bmErbnpNMGdBWUErYzh2

ekFkQmdOVkhRNEVGZ1FVa3d4TnZhM3dVWU5NVUxnMDdTdkZxUUMxYTdBd0NRWURWUjBUQkFJd0FEQU5CZ2txaGtpRzl3

MEJBUXNGQUFPQ0FRRUFzbFFZcHhQSmdRaUVacm5YSzc5cmJyNlZ2R2pLVVJoRFpncjJnT2pNZ1NzbkJEeEdPOUNPWTcv

Y2xXYVFMZFZUMldIdlo2OHRGN0ZUbHVjdWloekRWeU0zaGVpb0RmVVdxVHNlSjJBN0JEYVVjTmt6NmU4eGdGS3NFdC83

VmR4TXQ5L1h1S3ZMckVFcGl4QzBIenpadWk2M0J2dVVOdnllQlJoQWJOYWkzRVR2Q25RMTBaTHZqUlMxRUR4TUVkN093

bisxMURMb2FST04zalNFOE5FNHM0enVpa1hDYUJHRHFhYStPY01uVmJUazM4TUFYdzl6Rm1pK095bjE3TCtWSXVQZDlp

RWFCSHFuMVJNSUtZWDFqUGs0Z2xnRmd6T0V0aEszMFEwOE1MakhKV0NEK0c5eTVEMTkwRE1lNXBsaXI2TDJFdHdYN2Zi

MjY3b3ZMNTA1Unc9PTwvWDUwOUNlcnRpZmljYXRlPjwvWDUwOURhdGE+PC9LZXlJbmZvPjwvU3ViamVjdENvbmZpcm1h

dGlvbkRhdGE+PC9TdWJqZWN0Q29uZmlybWF0aW9uPjwvU3ViamVjdD48Q29uZGl0aW9ucyBOb3RCZWZvcmU9IjIwMjEt

MDctMDlUMTE6MTI6MjUuOTc5WiIgTm90T25PckFmdGVyPSIyMDIxLTA3LTA5VDEyOjEyOjI1Ljk3OVoiPjxBdWRpZW5j

ZVJlc3RyaWN0aW9uPjxBdWRpZW5jZT5odHRwOi8vZGVtby5wcm9kLXNlcnZpY2VwbGF0Zm9ybWVuLmRrL3NlcnZpY2Uv

RGVtb1NlcnZpY2UvMTwvQXVkaWVuY2U+PC9BdWRpZW5jZVJlc3RyaWN0aW9uPjwvQ29uZGl0aW9ucz48QXR0cmlidXRl

U3RhdGVtZW50PjxBdHRyaWJ1dGUgTmFtZT0iZGs6Z292OnNhbWw6YXR0cmlidXRlOkN2ck51bWJlcklkZW50aWZpZXIi
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IE5hbWVGb3JtYXQ9InVybjpvYXNpczpuYW1lczp0YzpTQU1MOjIuMDphdHRybmFtZS1mb3JtYXQ6YmFzaWMiPjxBdHRy

aWJ1dGVWYWx1ZT41NTEzMzAxODwvQXR0cmlidXRlVmFsdWU+PC9BdHRyaWJ1dGU+PEF0dHJpYnV0ZSBOYW1lPSJkazpn

b3Y6c2FtbDphdHRyaWJ1dGU6QXNzdXJhbmNlTGV2ZWwiIE5hbWVGb3JtYXQ9InVybjpvYXNpczpuYW1lczp0YzpTQU1M

OjIuMDphdHRybmFtZS1mb3JtYXQ6YmFzaWMiPjxBdHRyaWJ1dGVWYWx1ZT4xPC9BdHRyaWJ1dGVWYWx1ZT48L0F0dHJp

YnV0ZT48QXR0cmlidXRlIE5hbWU9ImRrOmdvdjpzYW1sOmF0dHJpYnV0ZTpTcGVjVmVyIiBOYW1lRm9ybWF0PSJ1cm46

b2FzaXM6bmFtZXM6dGM6U0FNTDoyLjA6YXR0cm5hbWUtZm9ybWF0OmJhc2ljIj48QXR0cmlidXRlVmFsdWU+REstU0FN

TC0yLjA8L0F0dHJpYnV0ZVZhbHVlPjwvQXR0cmlidXRlPjxBdHRyaWJ1dGUgTmFtZT0iZGs6Z292OnNhbWw6YXR0cmli

dXRlOktvbWJpdFNwZWNWZXIiIE5hbWVGb3JtYXQ9InVybjpvYXNpczpuYW1lczp0YzpTQU1MOjIuMDphdHRybmFtZS1m

b3JtYXQ6YmFzaWMiPjxBdHRyaWJ1dGVWYWx1ZT4xLjA8L0F0dHJpYnV0ZVZhbHVlPjwvQXR0cmlidXRlPjxBdHRyaWJ1

dGUgTmFtZT0iZGs6Z292OnNhbWw6YXR0cmlidXRlOlByaXZpbGVnZXNfaW50ZXJtZWRpYXRlIiBOYW1lRm9ybWF0PSJ1

cm46b2FzaXM6bmFtZXM6dGM6U0FNTDoyLjA6YXR0cm5hbWUtZm9ybWF0OmJhc2ljIj48QXR0cmlidXRlVmFsdWU+UEQ5

NGJXd2dkbVZ5YzJsdmJqMGlNUzR3SWlCbGJtTnZaR2x1WnowaVZWUkdMVGdpUHo0TkNqeGljSEE2VUhKcGRtbHNaV2Rs

VEdsemRDQjRiV3h1Y3pwaWNIQTlJbWgwZEhBNkx5OXBkSE4wTG1SckwyOXBiM05oYld3dlltRnphV05mY0hKcGRtbHNa

V2RsWDNCeWIyWnBiR1VpSUhodGJHNXpPbmh6YVQwaWFIUjBjRG92TDNkM2R5NTNNeTV2Y21jdk1qQXdNUzlZVFV4VFky

aGxiV0V0YVc1emRHRnVZMlVpUGcwS0lDQThVSEpwZG1sc1pXZGxSM0p2ZFhBZ1UyTnZjR1U5SW5WeWJqcGthenBuYjNZ

NmMyRnRiRHBqZG5KT2RXMWlaWEpKWkdWdWRHbG1hV1Z5T2pFeU16UTFOamM0SWo0TkNpQWdJQ0E4VUhKcGRtbHNaV2Rs

UG1oMGRIQTZMeTl6WVhCaExuUmxjM1F0YTI5dFltbDBMbVJyTDNKdmJHVnpMM1Z6WlhKemVYTjBaVzF5YjJ4bEwzZHBk

R2hFVWk4eFBDOVFjbWwyYVd4bFoyVStEUW9nSUNBZ1BFTnZibk4wY21GcGJuUWdUbUZ0WlQwaWFIUjBjRG92TDI5eVoy

RnVhWE5oZEdsdmJpNTBaWE4wTFd0dmJXSnBkQzVrYXk5amIyNXpkSEpoYVc1MGN5OUxURVVpUGpJOEwwTnZibk4wY21G

cGJuUStEUW9nSUNBZ1BFTnZibk4wY21GcGJuUWdUbUZ0WlQwaWFIUjBjRG92TDI5eVoyRnVhWE5oZEdsdmJpNTBaWE4w

TFd0dmJXSnBkQzVrYXk5amIyNXpkSEpoYVc1MGN5OVRaVzV6YVhScGRtbDBlU0krU0dsbmFEd3ZRMjl1YzNSeVlXbHVk

RDROQ2lBZ1BDOVFjbWwyYVd4bFoyVkhjbTkxY0Q0TkNpQWdQRkJ5YVhacGJHVm5aVWR5YjNWd0lGTmpiM0JsUFNKMWNt

NDZaR3M2WjI5Mk9uTmhiV3c2WTNaeVRuVnRZbVZ5U1dSbGJuUnBabWxsY2pveE1qTTBOVFkzT0NJK0RRb2dJQ0FnUEZC

eWFYWnBiR1ZuWlQ1b2RIUndPaTh2YzJGd1lTNTBaWE4wTFd0dmJXSnBkQzVrYXk5eWIyeGxjeTkxYzJWeWMzbHpkR1Z0

Y205c1pTOTNhWFJvUkZJdk1qd3ZVSEpwZG1sc1pXZGxQZzBLSUNBZ0lEeERiMjV6ZEhKaGFXNTBJRTVoYldVOUltaDBk

SEE2THk5dmNtZGhibWx6WVhScGIyNHVkR1Z6ZEMxcmIyMWlhWFF1WkdzdlkyOXVjM1J5WVdsdWRITXZTMHhGTFU1RlZ5

SStNVHd2UTI5dWMzUnlZV2x1ZEQ0TkNpQWdJQ0E4UTI5dWMzUnlZV2x1ZENCT1lXMWxQU0pvZEhSd09pOHZiM0puWVc1

cGMyRjBhVzl1TG5SbGMzUXRhMjl0WW1sMExtUnJMMk52Ym5OMGNtRnBiblJ6TDFObGJuTnBkR2wyYVhSNUlqNUlhV2Rv

UEM5RGIyNXpkSEpoYVc1MFBnMEtJQ0E4TDFCeWFYWnBiR1ZuWlVkeWIzVndQZzBLSUNBOFVISnBkbWxzWldkbFIzSnZk

WEFnVTJOdmNHVTlJblZ5Ympwa2F6cG5iM1k2YzJGdGJEcGpkbkpPZFcxaVpYSkpaR1Z1ZEdsbWFXVnlPamczTmpVME16

SXhJajROQ2lBZ0lDQThVSEpwZG1sc1pXZGxQbWgwZEhBNkx5OXpZWEJoTG5SbGMzUXRhMjl0WW1sMExtUnJMM0p2YkdW

ekwzVnpaWEp6ZVhOMFpXMXliMnhsTDI1dlJGSXZNVHd2VUhKcGRtbHNaV2RsUGcwS0lDQThMMUJ5YVhacGJHVm5aVWR5

YjNWd1BnMEtJQ0E4VUhKcGRtbHNaV2RsUjNKdmRYQWdVMk52Y0dVOUluVnlianBrYXpwbmIzWTZjMkZ0YkRwamRuSk9k

VzFpWlhKSlpHVnVkR2xtYVdWeU9qZzNOalUwTXpJeElqNE5DaUFnSUNBOFVISnBkbWxzWldkbFBtaDBkSEE2THk5ellY

QmhMblJsYzNRdGEyOXRZbWwwTG1SckwzSnZiR1Z6TDNWelpYSnplWE4wWlcxeWIyeGxMMjV2UkZJdk1qd3ZVSEpwZG1s

c1pXZGxQZzBLSUNBOEwxQnlhWFpwYkdWblpVZHliM1Z3UGcwS0lDQThVSEpwZG1sc1pXZGxSM0p2ZFhBZ1UyTnZjR1U5

SW5WeWJqcGthenBuYjNZNmMyRnRiRHBqZG5KT2RXMWlaWEpKWkdWdWRHbG1hV1Z5T2prNE56WTFORE15SWo0TkNpQWdJ

Q0E4VUhKcGRtbHNaV2RsUG1oMGRIQTZMeTl6WVhCaExuUmxjM1F0YTI5dFltbDBMbVJyTDNKdmJHVnpMM1Z6WlhKemVY

TjBaVzF5YjJ4bEwyNXZSRkl2TWp3dlVISnBkbWxzWldkbFBnMEtJQ0E4TDFCeWFYWnBiR1ZuWlVkeWIzVndQZzBLSUNB

OFVISnBkbWxzWldkbFIzSnZkWEFnVTJOdmNHVTlJblZ5Ympwa2F6cG5iM1k2YzJGdGJEcGpkbkpPZFcxaVpYSkpaR1Z1

ZEdsbWFXVnlPakV5TVRJeE1qRXlJajROQ2lBZ0lDQThVSEpwZG1sc1pXZGxQbWgwZEhBNkx5OXpZWEJoTG5SbGMzUXRh

Mjl0WW1sMExtUnJMM0p2YkdWekwzVnpaWEp6ZVhOMFpXMXliMnhsTDNkcGRHaEVVaTh6UEM5UWNtbDJhV3hsWjJVK0RR

b2dJQ0FnUEVOdmJuTjBjbUZwYm5RZ1RtRnRaVDBpYUhSMGNEb3ZMMjl5WjJGdWFYTmhkR2x2Ymk1MFpYTjBMV3R2YldK

cGRDNWtheTlqYjI1emRISmhhVzUwY3k5TGIzQWlQakU4TDBOdmJuTjBjbUZwYm5RK0RRb2dJQ0FnUEVOdmJuTjBjbUZw

Ym5RZ1RtRnRaVDBpYUhSMGNEb3ZMMjl5WjJGdWFYTmhkR2x2Ymk1MFpYTjBMV3R2YldKcGRDNWtheTlqYjI1emRISmhh

VzUwY3k5VFpXNXphWFJwZG1sMGVTSStUV1ZrYVhWdFBDOURiMjV6ZEhKaGFXNTBQZzBLSUNBOEwxQnlhWFpwYkdWblpV

ZHliM1Z3UGcwS1BDOWljSEE2VUhKcGRtbHNaV2RsVEdsemREND08L0F0dHJpYnV0ZVZhbHVlPjwvQXR0cmlidXRlPjwv

QXR0cmlidXRlU3RhdGVtZW50PjwvQXNzZXJ0aW9uPg%3D%3D 

 

Here <env-id> must be replaced so it matches the intended Serviceplatformen environment. 
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The response from the Access Token service will be a UUID-formatted identifier returned in a JSON-

formatted payload. Fx. 

HTTP/1.1 200 OK 

Date: Fri, 09 Jul 2021 11:12:27 GMT 

Server: Apache-Coyote/1.1 

Content-Type: application/json 

Connection: Keep-Alive 

Transfer-Encoding: chunked 

 

{"access_token":"5fc9df8d-f81e-497b-bb69-5f8aca4017cc","token_type":"Holder-Of-

Key","expires_in":3600} 

 

The RESTful service in step 3. will require the UUID-formatted Access Token included as the value of the 

Authorization header in the request as Holder-of-key. 

In the Serviceplatformen ExtTest environment an example of such a service, AccessTokenDemoService, is 

offered for demo purposes. It is offered under the same service agreement as the SOAP DemoService 

referred in the previous sections. The examples below refer to this service. 

 

GET /service/AccessTokenDemo_1/callDemoService/TestingSuccessfulResponse HTTP/1.1 

Host: <env>.serviceplatformen.dk 

x-TransaktionsId: 123456 

x-TransaktionsTid: 2021-07-09T10:15:30+01:00[Europe/Paris] 

Authorization: Holder-of-key 5fc9df8d-f81e-497b-bb69-5f8aca4017cc 

 

The headers x-TransaktionsId and x-TransaktionsTid are mandatory and must be generated by the client to 

comply with KOMBIT’s transaction trace standards. They are echoed as response headers by the RESTful 

service. Fx. 

 

HTTP/1.1 200 OK 

Content-Length: 13 

content-type: application/json 

Date: Fri, 09 Jul 2021 12:19:01 GMT 

Keep-Alive: timeout=5, max=100 

Server: Apache-Coyote/1.1 

X-Frame-Options: SAMEORIGIN 

x-TransaktionsId:123456 

x-TransaktionsTid: 2021-07-09T10:15:30+01:00[Europe/Paris] 

 

{"data":"OK"} 

2.5 CallContext 

There is also an optional tag CallContext which consists the fields OnBehalfOfUser, 

CallersServiceCallIdentifier and AccountingInfo (Description to these fields can be found under 

InvocationContext). The CallContext can be used along with the Authority and Token security models, but it’s 

not mandatory. And those fields are also present as an optional part of InvocationContext. 
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3 Sample Code 

As part of this programmer’s guide, small samples illustrating how to call a service on Serviceplatformen are 

available in both Java and C#. 

The samples can run out of the box, as a connection agreement, service agreement and OCES certificate 

have already been setup in the environment (exttest). The demo clients can only run against the exttest 

environment. To make a client for another service run against the production environment OCES certificates 

intended for production environments should be used and the URL defining the endpoint should be changed. 

Demo clients were created to provide an example how to implement clients which can connect to 

Serviceplatformen. The Demo Service on Serviceplatformen side is just an echo service and responds with 

the same message which was sent in the request. 

3.1 Java 

The sample client can be found here: https://github.com/Serviceplatformen 

Instructions for running the clients can be found in the readme.md show on the repository’s main page. The 

java client repository contains three clients 

- one for the context based security models (AuthorityContext and InvocationContext) 

- one for the token (SOAP) based security model.  

- one for the Access Token (REST) based security model. 

For more details, please see the repository. 

3.2 C# 

The sample client can be found here: https://github.com/Serviceplatformen 

Instructions for running the clients can be found in the readme.md show on the repository’s main page. The 

C# client repository contains two clients, one for the context based security models (AuthorityContext and 

InvocationContext) and one for the token based security model. For more details, please see the repository. 

3.2.1 Establish trust 

To call services, it is necessary to establish trust to Serviceplatformen. This is done in 2 steps. 

1) Download and save the server certificate from the environment you wish to run on 

(https://exttestwww.serviceplatformen.dk or https://www.serviceplatformen.dk). This may be done via 

a web browser, for instance Mozilla Firefox. 

2) Add the downloaded certificate into your trust store (can be done using mmc.exe, see 

http://msdn.microsoft.com/en-us/library/bb950259(v=bts.10).aspx for usage of this tool)  

 

https://github.com/Serviceplatformen
https://github.com/Serviceplatformen
https://exttestwww.serviceplatformen.dk/
https://www.serviceplatformen.dk/
http://msdn.microsoft.com/en-us/library/bb950259(v=bts.10).aspx

